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58 AIR TRANSPORT AND DESTABILIZING COMMODITY FLOWS

Sudan (the first or final refuelling node before the Red Sea).?”® Other African
entry and exit points included Morocco, Algeria and Tunisia.?’*

Flight movements from Africa to Europe also place Benina and Tripoli as the
two major transit nodes.?”> However, there is significant variation, with other air-
ports detailing earlier stages in the itinerary including Murtala Mohammed
International Airport in Ikeja, Nigeria, and Daraw Airport in Aswan, Egypt.2’

The most frequented departure and arrival nodes in Europe when flying to or
from African airspace are in Eastern Europe, including Belarus, Bulgaria, Russia,
Serbia and Ukraine.?”” Other significant arrival or departure nodes include
Albania and Bosnia and Herzegovina.?”® In Central Europe significant arrival and
departure nodes were in the Czech Republic, Hungary and Slovakia.?”®

In Western Europe, frequented arrival and departure points included France
the Netherlands, Sweden, the UK.22% Other hubs or frequented nodes in the
Middle East and Central Asia include Turkey, Kazakhstan and the UAE.28!

273 |CAO codes for airports in Sudan: Khartoum Airport (HSSS), Kassala Airport (HSKA) and Port Sudan
(HSPN).

274 |CAO codes for airports in Morocco: Agadir Airport (GMAA), Mohammed V International Airport at
Casablanca (GMMN), Cherif Al Idrissi Airport (GMTA); Algeria: Boufarik Airport (DAAK); Tunisia: Tunis
Carthage International Airport (DTTA).

275 A transit node is used for refuelling or an unscheduled, forced or emergency landing. Arrival and
departure nodes are those airports listed in the flight plans.

276 European air tra c control and civil aviation o cials, Interviews with the author, Belgrade, Brussels,
Kiev, Paris, Sarajevo, 2005-2008. ICAO codes for these airports: Murtala Mohammed International Airport
(DNMN) and Daraw Airport (HESN).

217 1CAO codes for these airports: Ukraine: Ivano-Frankivsk International Airport (UKLI), Odessa Air-
port (UKOO) and Gostomel Airport (UKKM), otherwise known as Antonov International Airport; Belarus:
Gomel Airport (UMGG) and Minsk International Airport (UMMS); Russia: Koltsovo (USSS) and
Sheremetyevo (UUEM); Bulgaria: Plovdiv Airport (LBPD) and Burgas (LBBG); and Serbia: Belgrade Airport
(LYBE).

278 |CAO codes for these airports: Bosnia and Herzegovina: Tuzla (LQTZ); and Albania: Rinas Airport
(LATI).

279 1CAO codes for these airports: Hungary: Budapest-Ferihegy Airport (LHBP); Czech Republic: Brno
Airport (LKTB); and Slovakia: Bratislava Airport (LZIB).

280 |CAO codes for these airports: the Netherlands: Eindhoven (EHEH); Sweden: Orebro (ESOE); the
UK: Nottingham East Midlands Airport (EGNX) and Kent International Airport (EGMH); and France:
Rennes (LFRN) and Chalons-Vatry (LFOK).

281 |CAO codes for these airports Turkey: Istanbul Sabiha Gokcen Airport (LTFJ) and Istanbul Ataturk
Airport (LTBA); United Arab Emirates: Ras Al Khaimah Airport (OMRK), Sharjah (OMSJ) and Fujairah
International Airport (OMFJ); and Kazakhstan: Aktau Airport (UATE).



Appendix B. Model air intelligence
programmes

The US DEA Air Intelligence Program

Since at least 1974 the US Drug Enforcement Agency has used aircraft identi-
fication and tracking as a means of combating illicit cocaine flows. These tech-
niques developed out of the DEA Air Intelligence Program, which began in June
1974 in response to a survey that indicated that ‘interdiction without an intelli-
gence base was unsuccessful’.?22 The programme ‘emphasized [the] collection
and reporting of data on pilots, aircraft owners, aircraft, airports and airport
operators known or suspected to be involved in moving illicit substances by
air'.?®8 Information was stored in a database with two categories of individuals
covered by the system: aircraft owners and licenced pilots. Three US civil avi-
ation registries compiled by the Federal Aviation Administration (FAA) were also
included in the database: the FAA Civil Aircraft Registry, the FAA Aircraft
Owners Registry and the FAA Airman Directory. These registries could be cross-
referenced against the DEA’s principal database, the Narcotics and Dangerous
Drugs Information System (NADDIS).?8* NADDIS consists of a ‘centralized auto-
mated file of summaries of reports on subjects of interest to DEA, consisting of
over 5.9 million subjects on individuals, businesses, vessels, aircraft and selected
airfields identified through the DEA investigative reporting system and related
investigative records’.?® Information from NADDIS was routinely shared with
other federal and state law enforcement agencies as well as foreign police,
customs and other agencies ‘with whom the DEA maintains liaison’.28

Operation Emerald Clipper

In 1991 the DEA began more permanent air transport monitoring system under
the name Operation Emerald Clipper. Emerald Clipper is aimed at identifying
aircraft used by tra ckers to transport illicit drugs through Central and South
America.?®’” The DEA operation maps drug cartel air cargo operations that

282 s General Accounting O ce (GAO), ‘E orts to stop narcotics and dangerous drugs coming from and
through Mexico and Central America’, Report to Congress by the Comptroller General of the United States,
GGD-75-44, 31 Dec. 1974, p. 22.

283 General Accounting O ce (note 282), p. 23.

284 ys Department of Justice, National Archives and Records Administration, Federal Register, vol. 52,
no. 238 (11 Dec. 1987), Notices, <http://www.usdoj.gov/opcl/docs/52fr47206.pdf>.

285 s Department of Justice, Drug Enforcement Administration, Major Information Systems, Narcotics
and Dangerous Drugs Information System, <http://www.usdoj.gov/dea/foia/naddis.html>.

286 s Department of Justice (note 284).

287 | etter from Administrator Thomas A. Constantine, Administrator, US Department of Justice, Drug
Enforcement Agency, to the Honourable Dan Burton, Chairman, Subcommittee on the Western Hemi-
sphere, US House of Representatives, 5 June 1996, ‘A review of the President’s certification program for
narcotics-producing and transit countries in Latin America’, Hearing before the Subcommittee on the West-
ern Hemisphere of the Committee on International Relations, House of Representatives, 104th Congress,
2nd Session, 7 Mar. 1996, Government Printing O ce, Washington, DC, p. 54.
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involve registered air freight specialists organizing shipments on behalf of select
groups of tra ckers.?88 The DEA uses US aircraft manufacturers’ sales records
together with ownership and registration databases to map aircraft purchases
made on behalf of drug cartel intermediaries and front companies. Some of the
methods employed by Emerald Clipper are similar to those already used by
experts monitoring air cargo carriers involved in SALW transfers. For example,
Emerald Clipper has analysed aircraft profile type and tactics.?®® The operation
also ‘relies on open source information, e.g., trade journals and airport plane
registries as well as human intelligence to identify suspect aircraft’.2®

Air cargo carriers operating on behalf of the Cali cocaine cartel used business
practices and adaptation methodologies similar to East European air cargo car-
riers engaged in destabilizing SALW shipments to Africa.®® These include the
use of di erent companies based at the same address, using the same phone and
beeper numbers to register and operate aircraft following detection and an oper-
ating ban being placed on an earlier carrier.?®? Faced with a similar adversary
albeit carrying another commodity, Emerald Clipper synthesizes a range of
investigative tools, information sources and outreach programmes that are in line
with a number of EU member state proposals for collective action against SALW
tra ckers.?®

EC [Emerald Clipper] monitors brokers and companies that cater to tra cker needs,
monitors suspect sales and seizes aircraft for forfeiture prior to export, reports trends in
the use of preferred narco-aircraft, coordinates investigations with foreign DEA o ces
and their host nation counterparts to identify the owners of seized or suspect aircraft and
deploys teams to source countries to conduct training and assist in on-site inspections of
suspect aircraft.2%

The DEA states that Emerald Clipper’s focus on air transportation has yielded
results. Between 1991 and 2001 the programme led to the seizure of approxi-
mately 160 aircraft valued at over $200 million ‘that were owned or otherwise
used by major drug organizations in Colombia, Mexico, Peru and Venezuela'.?®
In addition, the DEA states that the operation has ‘significantly denied Colom-
bian tra cking organizations access to the US aircraft market and that Emerald
Clipper has ‘caused law enforcement agencies in Latin America to focus more
attention on the essential role that aircraft play in the Andean cocaine industry

288 ‘Emerald Clipper discovered that the cartel air wing is made up of scores of air cargo companies that

are run by 20 to 30 Colombian air transport specialists. These experts arrange logistics for international
cocaine deliveries for a handful of upper-echelon tra ckers’; Rempel and Pyes (note 104).

289 Rempel and Pyes (note 104).

290 constantine, T. A., (note 287), p. 54.

291 Braun (note 102).

292 s with companies involved in SALW tra  cking which have been closed down, new companies using
the same address, telephone and beeper numbers established themselves with new AOCs allowing them to
ac%uire new aircraft. Rempel and Pyes (note 104).

93 European Union member state o cial, Interview with author, Paris, 23 May 2008.

294 Us Drug Enforcement Administration, Congressional Testimony, Statement by Donnie R. Marshall,
Administration, Drug Enforcement Administration, Committee on Government Reform, Subcommittee on
Criminal Justice, Drug Policy and Human Resources, 1 May 2001.

295 ys Drug Enforcement Administration (note 294).
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and international transportation of cocaine’.?® One component of the Emerald
Clipper programme focuses on an awareness and training aspect for partners in
involved in bilateral investigations. The US State Department reported that the
Colombian National Police have developed a ‘general aviation inspection pro-
gram concept’ that enables them to ‘search suspect aircraft with greater ease and
authority . .. [that] will increase the ability of the [Colombian National Police] to
seize illegal aircraft, resulting in their forfeiture’.2%”

The Emerald Clipper model o ers EU policymakers relatively low-cost, open-
source, data-focused information-gathering and -analysis systems that could
complement that ESDP mission, EC delegation and partner information derived
from the field. In addition, such an analysis model based on open sources and
industry databases could provide synergies for awareness raising and
information-sharing campaigns designed to support ethical air cargo contracting
on the part of humanitarian aid, peace support, stability operations and the
defence logistics communities. If systems modelled on characteristics of Emerald
Clipper (e.g. the use of profiling mechanisms, aviation databases, investigative
field research and the training of partner states) were combined with the EU’s
most successful instrument to date—air safety enforcement—this would provide
added value.

One question to be tackled is the availability of such information once it has
been collected. In particular, unless EU and member state policymakers are pre-
pared to countenance the development of an EU sanctions or embargo-monitor-
ing policy of a type similar to the open-source reports of the panels of experts
assigned to UN Security Council Sanctions Committees, then enhanced ‘watch-
lists’ generated in part as a result of ESDP mission information and intelligence
gathering will in all likelihood remain secret. Such secrecy protocols do not serve
the interests of the various EU and member state partner organizations including
UN agencies, NGOs, defence suppliers and air charter brokers seeking to avoid
contacting air cargo carriers involved in destabilizing or illicit commodity flows.

Within the EU and its member states, a number of ‘watchlists’ of air carriers of
concern, such as the SitCen list, have been compiled over the years but their
confidential nature has tended to preclude their wider circulation within the
humanitarian aid, peace support, stability operations, defence supply and air
charter communities.?®® Even within member state bureaucracies, such lists tend
to be compartmentalized within military, civilian or national intelligence agen-
cies. According to customs o cials, customs services and law enforcement agen-
cies do not always appear to have access to such information.?*®

In addition, according to one EU o cial, even in cases where ‘watchlist’ infor-
mation may informally be made available, it can be incomplete or outdated.3®

2% s Drug Enforcement Administration (note 294).

297 ys Department of State, Bureau of International Narcotics and Law Enforcement A airs, 1996 Inter-
national Narcotics Control Strategy Report, Mar. 1997, p. 5.

298 On SitCen see chapter 5.

299 Eyropean Union member state customs o cial, Interview with author, London, 21 Feb. 2009.

300 Eyropean Union o cial, Interview with author, Brussels, 9 Dec. 2008.
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Thus, if information gathering on air cargo carriers involved in destabilizing or
illicit commodity flows is to be e ective, it has to be field sourced and timely.
However, there are also some compelling reasons to make the information avail-
able through open channels to support the ethical transportation policies of the
wider humanitarian, peace support, stability operations, defence contractor air
charter and broker communities.
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