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ship, with one sovereign state submitting a request to another
sovereign state, which then decides if it will comply with the
request. The programme sets out to determine the priorities for
establishing a genuine European law enforcement area, with the
aim of facilitating mutual recognition at all stages of criminal pro-
ceedings. There has so far been no agreement on, for example,
whether mutual recognition should be restricted to serious crime,
whether the requirement of dual (or double) criminality—that is,
that the behaviour is a criminal offence in both states—should be
kept or whether sovereignty or other essential interests of member
states should remain as grounds for refusing recognition.2%

Other disputed subjects relate to the principle of ne bis in idem,
or double jeopardy. According to this legal principle, once a person
has been the subject of a decision on the facts in a criminal case, he
or she should not be the subject of further decisions on the same
matter. The application of the principle in the EU member states
raises several questions of interpretation, not least because it is not
defined in the same way by the various international legal instru-
ments that refer to it.265

The subject of dispute at state level concerns which member
state is most suitable to prosecute a case when two or more
member states are competent to take the case to trial. States that
apply the mandatory prosecution principle—the rule that the pros-
ecution service must prosecute every offence that comes to its
knowledge—have the greatest difficulty in adapting to the ne bis in
idem principle. The Commission Directorate-General for Justice,
Freedom and Security published a Green Paper on the ne bis in
idem issue in 2005.2% The drafters of the Green Paper suggest that
a two-stage approach should be used to address the ne bis in idem
question. In the first stage, standard multilingual forms should be
introduced to enable practitioners in each member state to obtain

264 0n each of these topics see European Commission, ‘Recognition of decisions in
criminal matters: strengthening mutual trust’, 23 Oct. 2005, <http://europa.eu/scadplus/
leg/en/lvb/116001.htm>. On dual criminality see below.

265 The ne bis in idem principle is enshrined in Article 50 of the Charter of
Fundamental Rights of the European Union and is laid down in the European Human
Rights Convention (ECHR). The ECHR’s provisions will become binding EU law if the
Lisbon Treaty is adopted.

266 European Commission, Green Paper on conflicts of jurisdiction and the principle of
ne bis in idem in criminal proceedings, COM(2005) 696, 23 Dec. 2005.
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information from the authorities of other member states about
whether a person they are dealing with has a criminal record. In
the second stage, a genuine European criminal register would be
created. This register would be accessible electronically and would
thus enable the investigating authorities to check directly whether
the person in question is or has been the subject of any other crim-
inal proceedings.

Mutual assistance arrangements

In 2000 the EU member states signed the Convention on Mutual
Assistance in Criminal Matters.?” In practical terms, the con-
vention is meant to facilitate fast and efficient mutual assistance
between the police, customs authorities and courts of member
states that is compatible with the basic principles of their national
laws. In other words, it does not require that all national imple-
mentation laws should be identical or that the division of
competences between enforcement agencies be the same. Hence,
the convention allows member states to adopt enforcement sys-
tems that are adapted to their existing legal and political systems,
industrial structures, geographical locations, and so on. The con-
vention is an extension of two previous frameworks for cooper-
ation: the 1957 European Convention on Extradition and the 1977
European Convention on the Suppression of Terrorism.?¢® The
2000 convention introduced a new, simplified scheme for extra-
dition for prosecution and the execution of sentences.

The Council has initiated additional incentives to facilitate
bilateral cooperation in judicial areas. For example, it has made
several framework decisions on harmonizing judicial decisions in
the member states where one state may request assistance from

267 The Convention on Mutual Assistance in Criminal Matters between the Member
states of the European Union is included in a Council Act of 29 May 2000, Official Journal
of the European Communities, C 197,12 July 2000, pp. 3-23. The convention entered into
force on 23 Aug. 2005. It should not be confused with the 1959 Council of Europe
Convention on Mutual Assistance in Criminal Matters and its 1978 Additional Protocol,
which is in force in all EU member states but was judged to be inadequate for the purpose
of implementing the objectives of EU cooperation in the area of justice and home affairs.

268 The European Convention on Extradition was opened for signature on 13 Dec. 1957
and entered into force on 18 Apr. 1960. The European Convention on the Suppression of
Terrorism was opened for signature on 27 Jan. 1977 and entered into force on 4 Aug.
1978. Both conventions are available at <http://conventions.coe.int/>.
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another in connection with criminal proceedings relating to
offences or infringements for which a legal person may be held
liable in the requesting member state.?®® The executing state must
provide the assistance as quickly as possible.

An example of a Council framework decision aimed at initiating
cooperation on justice and home affairs between member states is
that on the execution in the EU of orders freezing property or evi-
dence.?”® It obliges member states to recognize and execute a
freezing order that has been issued by a legal authority of another
member state in criminal proceedings. This could help judicial
authorities secure evidence and property on the territory of
another member state that otherwise would not be accessible to
them. The decision lists the offences it applies to, which include
illicit trafficking in weapons, munitions and explosives; however, it
does not explicitly mention trafficking in dual-use goods.?”*
Another example of a move to initiate cooperation is a 2005 frame-
work decision on the application of the principle of mutual recog-
nition of financial penalties.?”?

The European arrest warrant

The EAW has been in force since 2004 and replaces all former
regulations on extradition procedures—which tended to lead to
lengthy extradition processes—by introducing a common arrest
warrant.?”? The EAW is defined in the framework decision as any
judicial decision by a member state with a view to the arrest or
surrender by another member state of a requested person for the

269 European Commission, Directorate-General for Justice, Freedom and Security,
‘Mutual recognition in criminal matters’, Dec. 2005, <http://ec.europa.eu/justice_home/
fsj/criminal/recognition/fsj_criminal_recognition_en.htm>.

270 Council Framework Decision 2003/577/JHA of 22 July 2003, on the execution in
the European Union of orders freezing property or evidence, Official Journal of the
European Union, L 196, 2 Aug. 2003, pp. 45-55.

271 Council Framework Decision 2003 /577/JHA (note 270), Article 3.

272 Council Framework Decision 2005/214/JHA of 24 Feb. 2005, on the application of
the principle of mutual recognition to financial penalties, Official Journal of the European
Union, L 76, 22 Mar. 2005, pp. 16-30.

273 The legal basis for the EAW is Council Framework Decision 2002/584/JHA of
13 June 2002 on the European Arrest Warrant and the surrender procedures between
Member states, Official Journal of the European Communities, L 190, 18 July 2002,
pp. 1-18. See European Commission, ‘European Arrest Warrant’, 7 Apr. 2006, <http://
europa.eu/scadplus/leg/en/lvb/133167.htm>.
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purpose of conducting a criminal prosecution, executing custodial
sentences or executing a detention order.?’* The person to be
extradited must be facing a sentence greater than one year’s
imprisonment in the state issuing the warrant in order for the
EAW rules to apply. Since the sanctions applied in member states
for dual-use export violations range from 15 years’ imprisonment
to minor fines, the decision to issue an EAW in such a case will
depend on the sanctions applied in the warrant-issuing state.

Under normal circumstances, one member state may reject an
application for extradition if the offence being investigated in the
requesting member state does not constitute a criminal offence
under its own legislation—the principle of dual criminality. How-
ever, this exception is naturally not valid if the EAW procedures
are applicable. The principle of dual criminality may, however,
apply if the possible sanctions in the requesting state are much
more severe than those in the executing state. A hypothetical scen-
ario in which the principle of dual criminality could be invoked is if
Germany requested the extradition of an export control offender
from Ireland. Ireland could refuse this request based on the fact
that Irish law stipulates a maximum penalty of one year’s
imprisonment for this offence, while in Germany the maximum
sentence is 15 years.?”>

The framework decision on the EAW waives the dual criminality
requirement for 32 categories of crime—including participation in
a criminal organization and terrorism—that reach a certain level of
gravity and could lead to at least a maximum penalty of three years
in prison.?’¢ Whether or not violations of the dual-use export
legislation are exempted from the requirement depends on the
interpretation of ‘terrorism’ and ‘participation in a criminal organ-
ization’. Coming to terms with the meaning of these concepts and

274 Council Framework Decision 2002/584/JHA (note 273), Article 1(1).

275 Fifteen years’ imprisonment would be an extreme penalty for a dual-use export
control violation. It would be applied only in the event that a German prosecutor could
prove that an exporter had the intent to proliferate WMD. An Irish prosecutor could use
alternative legislation unrelated to Irish export control law to prosecute such a severe
offence and apply a stricter penalty.

276 Other categories of crime that are exempted from the principle of dual criminality
include trafficking in humans, sexual abuse of children, illegal trade in narcotics, fraud,
money laundering, crimes related to the environment, murder, kidnapping, rape, arson
and assault. Council Framework Decision 2002/584/JHA (note 273), Article 2.
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with conflicting national criminal laws remains a significant chal-
lenge for the EU member states.

IV. Cooperation and non-proliferation

This section addresses the question of how EU cooperation,
particularly Eurojust and Europol, currently contributes to combat
WMD-related offences. Neither agency has an explicit mandate
related to control of dual-use goods or WMD non-proliferation in
general, but the mandates of both organizations are related to
preventing and combating transnational organized crime, includ-
ing terrorism.?”” It should be noted that Eurojust’s competences are
tied to Europol’s and thus cover all types of crimes and other
offences covered by the Europol Convention.?”® While Europol has
an explicit mandate to support the member states independently
by collecting and analysing intelligence material, Eurojust operates
only at the request of the member states.

Although the primary task of both agencies is to combat
organized crime, the concept of organized crime remains some-
what vague. In a joint action of 1998, the Council attempted a
definition of ‘criminal organization”:

a structured association, established over a period of time, of more than
two persons, acting in concert with a view to committing offences which
are punishable by deprivation of liberty or a detention order of a maxi-
mum of at least four years or a more serious penalty, whether such
offences are an end in themselves or a means of obtaining material benefits
and, where appropriate, of improperly influencing the operation of public
authorities.?”®

However, the Council limited the definition’s application to that
particular act.?®® A problem with such a definition is that, in the

277 Europol Convention (note 133), Article 2.

278 Council Decision 2002/187/JHA (note 126), Article 4.

279 Council Joint Action 98/733/JHA of 21 Dec. 1998, on making it a criminal offence
to participate in a criminal organization in the EU member states of the European Union,
Official Journal of the European Communities, L 351, 29 Dec. 1998, pp. 1-2, Article 1.

280 Note, however, that Eurojust’s competences related to organized crime refer to the
definition in Council Joint Action 98/733/JHA (note 279). Council Decision 2002/187/
JHA (note 126), Article 4(1)(b).
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words of a 2000 EU strategy on organized crime, ‘Organised crim-
inal activity is dynamic by nature. It need not be confined to rigid
structures.’?®! Similarly, Europol and, by extension, Eurojust have
mandates related to combating terrorism—although the Council
did not define ‘terrorist offences’ until June 2002, seven years after
the Europol Convention was adopted.??

In 2005 the Commission submitted a proposal for a Council
framework decision on combating organized crime to supersede
the 1998 joint action.?®® The proposal argued that framework
decisions—which had only been available since the Treaty of
Amsterdam came into force in 1999—were the most appropriate
instruments when harmonization of offences and penalties speci-
fied in national criminal law was needed in this area under the
third pillar. This ‘reformatting’ of the 1998 joint action was meant
to ‘make it possible to take a similar approach to criminal groups,
whether they are terrorist organisations or organised crime’.?%* The
proposal also included some substantive innovations, including a
simplified definition of ‘criminal organization’.2%

According to Europol officials, investigating illegal transfers of
dual-use goods falls within the agency’s mandate to combat
trafficking in goods—under the umbrella offence of ‘organized
crime’ or ‘terrorist offences’. However, to date the agency has no
experience of dealing with offences related to dual-use goods.
None of Europol’s publicly available reports on organized crime or
its European organized crime threat assessments refer to traffick-
ing in dual-use goods.?%

281 «The prevention and control of organised crime: a European Union strategy for the
beginning of the new millennium’, Act adopted pursuant to Title VI of the Treaty on
European Union, Official Journal of the European Union, C 124, 3 May 2000, p. 1.

282 Council Framework Decision 2002/475/JHA of 13 June 2002, on combating
terrorism, Official Journal of the European Communities, L 164, 22 June 2002, pp. 3-7. See
also European Commission, Proposal for a Council Framework Decision amending
Framework Decision 2002/475/JHA on combating terrorism, COM(2007) final, Brussels,
6 Nov. 2007.

283 European Commission, Proposal for a Council framework decision on the fight
against organised crime, COM(2005) 6 final, 2005/0003/CNS, Brussels, 19 Jan. 2005.

284 European Commission (note 283), Explanatory memorandum.

285 European Commission (note 283), Article 1.

286 Europol’s publications, including the organized crime threat assessments, are
available at the agency’s website, <http://www.europol.europa.eu/>.
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Eurojust similarly has little or no experience in the field of
coordinating cases related to trafficking of dual-use goods or to
NBC terrorism. Although Eurojust officials confirm that these
offences falls within the agency’s mandate, they claim that such
cases are difficult to coordinate because the laws in the member
states vary greatly, the EC Dual-use Regulation is complex and
technical, and Eurojust has little awareness of the international
approach in this field.?’

The definition of ‘criminal organization’ in the 1998 joint action
includes a specific stipulation whereby the offence concerned must
be punishable by deprivation of liberty or a detention order of a
maximum of at least four years. This means that the penalties
applied in the national legislation of member states again play a
crucial role: if the proposed framework decision were to enter into
force, the penalties applied in the member states would determine
whether the crime fell within the mandates of Europol or Eurojust.

As regards terrorist offences, the 2002 Council Framework
Decision on Combating Terrorism recognizes the manufacture and
supply of weaponized NBC materials as terrorist offences.?®® It also
determines that the acquisition and development of biological and
chemical weapons (the only weapons whose use is subject to
prohibition) may be referred to as terrorist offences if they are
intended to cause significant damage. Consequently, the illegal
export of dual-use goods that could be used to manufacture
biological or chemical weapons is included in the definition of
terrorism if the exporter has the intent to proliferate such
weapons. However, it is unclear whether it is sufficient that the
exporter is aware of the recipient’s intent to proliferate.

In this interpretation of terrorist offences, both Europol and
Eurojust have the mandate to investigate violations by, and
coordinate national prosecutions of, those exporters suspected of
exporting dual-use goods for purposes of terrorism. Another
implication of this interpretation is that the EU’s strategic
objective to ‘maximise capacity within EU bodies and Member
states to detect, investigate and prosecute terrorists and prevent

287 Officials of Eurojust, Interviews with the author, May and Sep. 2007.
288 Council Framework Decision 2002/475/JHA (note 282).
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terrorist attacks’ could apply to export violations.?® The subsidiary
objectives under this strategic objective are to:

- Ensure optimum and effective use of existing EU bodies such as Europol,
Eurojust and the Police Chiefs Task Force

- Improve mechanisms for cooperation for the sharing of expertise on
protective, investigative and preventive security policies between police
and security services

- Promote effective, systematic collaboration in intelligence exchange
between Member states

- Enhance the capacity of appropriate EU bodies in the preparation of
intelligence assessments of all aspects of the terrorist threat, with a closer
linkage to EU policymaking

- Work to identify, disrupt and dismantle arrangements for supply of
weapons to terrorists.??

In sum, EU cooperation in the prevention of terrorism is
extensive, and law enforcement and judicial cooperation are highly
developed. While the discussion in this section applies to the
illegal export of items to non-state actors who may intend to use
them in committing terrorist offences, there has been only one
known case of a terrorism offence involving a WMD-class bio-
logical weapon: the attack on the Tokyo underground railway
system in 1995. However, three non-nuclear weapon states are
known to have conducted nuclear test explosions since 1998—
India, Pakistan and North Korea—while the US Government and
several non-government experts suspect that Iran has initiated a
covert nuclear weapon programme.?®* The EU should therefore
consider ways of making better use of its bodies to coordinate
investigations of suspected illegal deliveries of dual-use goods to
state actors, using those agencies that already operate in this field.

289 European Council (note 205), Section 8.

290 European Council (note 205), Annex I, objective 3.

291 1ndia conducted a series of tests in 1998, although its first nuclear test explosion
was in 1974. Pakistan conducted its first test explosions in 1998. North Korea carried out
its first test explosion in 2006. See Fedchenko, V., and Ferm Hellgren, R., ‘Nuclear
explosions, 1945-2006’, SIPRI Yearbook 2007 (note 44), pp. 552-57.



6. Case studies

This chapter presents accounts of the detection, investigation and
prosecution of crimes involving dual-use goods in Germany, Swe-
den, the Netherlands and the UK. The first three involved export
control violations. These cases were chosen to illustrate, among
other things, the workings of different export control systems in
the EU member states as well as the practical implications of the
various acts under which such offences are prosecuted. The fourth
case, from the UK, involved the suspected production of a con-
trolled biological and chemical substance from goods available on
the open market and shows how anti-terrorism legislation can be
used in preventing and prosecuting WMD-related crimes. Each
account is followed by a description of the legislative framework
and enforcement system for export controls on dual-use goods in
the selected member state.

I. Germany

A relatively large number of illegal dual-use export cases have been
prosecuted in Germany, indicating that several German companies
have potentially contributed to WMD proliferation. While some
companies—or rather their managers—have evidently not been
aware of the final destination of their goods, others have known
full well whom they were supplying and to what use the goods
might be put, apparently tempted by the large sums offered by
proliferators. In considering Germany’s record in this area, it
should be born in mind that Germany has one of the largest
technology industrial sectors in the world. The number of pros-
ecutions also reflects the fact that Germany has come further than
many countries inside and outside Europe in its enforcement of
export controls on dual-use goods. This case study describes a long
and detailed investigation into an attempted export of dual-use
goods to North Korea. As can be seen in the survey of the German
export control system in the second part of the case study, the case
led directly to a thorough revision of the German export control
legislation.
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The Ville de Virgo case®?

In May 2004 a German citizen, Hans-Werner Truppel, was con-
victed of attempting to export 22 tonnes of aluminium tubes to
North Korea, in defiance of a catch-all warning. The tubes, which
were made of an exceptionally light and strong alloy, could be used
in the manufacture of a range of commercial products as well as in
the construction of gas ultra-centrifuges for uranium enrichment.
North Korea was known to have been trying for some time to seek
equipment, parts and technology in Europe for its nuclear pro-
gramme, employing often elaborate methods, mainly involving
front companies, to disguise its activities. Throughout the second
half of 2002 European and US intelligence agencies had received
signals that North Korea was attempting to obtain around 220
tonnes of aluminium tubes of the type that Truppel sought to
export. In addition, German authorities issued a warning in 2002
that North Korean agents were trying to obtain ‘sensitive goods’
using front companies or third countries.?*?

Truppel ran a company, Optronic GmbH & Co, based near
Munich, which traded in optic and electronic equipment. Through
his work Truppel came into contact with a North Korean, Jun
Hozin, in the 1980s. Jun had previously represented North Korea
in the TAEA and was an expert in nuclear technology. Truppel and
Jun established their first business relationship in 2000. Truppel
and Jun at first traded in non-sensitive goods and Truppel
benefited from Jun’s Asian business contacts.

In May 2002 Jun ordered 214 aluminium tubes from Truppel.
On the export declaration, Truppel identified the consignee as a
company in North Korea, Namchogang (NCG) Corp. Truppel
ordered the tubes from a German company, Jacob Bek GmbH,
which acquired the tubes from another German company, Krefal
Handels GmbH, the German representative of British Aluminium
Tubes Ltd, the manufacturer. Since the British firm could not

292 This account is based on District Court of Stuttgart, Case 10 KLs 141 Js 28271/03,
Judgement of 28 May 2004; and information from Klaus-Peter Ricke, former head of the
Export Control/Investigation section of the German Customs Criminological Office.

293 Warrick, J., ‘N. Korea shops stealthily for nuclear arms gear: front companies step
up efforts in European market’, Washington Post, 15 Aug. 2003.
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produce all the tubes at once, the order was divided into batches.
Truppel paid €80 000 for the first batch, which was transported to
the premises of Jacob Bek in September 2002.

A few days after the first delivery, Truppel presented export
papers to the local customs office in Aalen. The declared final
destination was Nampo in North Korea. That day, Truppel had
received a fax from Jun stating that the tubes were in fact destined
for a project in China. Truppel did not mention any of the new
information to the customs officers. The customs officer on duty
had known Truppel for 25 years and registered the export without
further questions. The export registration documents were then
passed to the cargo company Miiller + Partner GmbH, which had
been engaged to transport the consignment to North Korea.

At around this time, the German intelligence agency, the Federal
Office for the Protection of the Constitution (Bundesamt fiir Ver-
fassungsschutz, BfV), was informed by a foreign intelligence
service that 20 tonnes of aluminium tubes were to be sent by
Optronic to an unidentified party in North Korea. The BfV took
immediate action, contacting the Customs Criminological Office
(Zollkriminalamt, ZKA). The German licensing agency, BAFA, was
also contacted.

Unable to discover whether the export had been registered by
means of its export control database, the ZKA contacted the Aalen
customs office and told it not to register the export of the consign-
ment. On learning that the export had already been registered, the
ZKA ordered the local customs investigation office in Stuttgart to
locate the tubes were and issue a temporary export prohibition. An
officer visited Optronic, explained the circumstances and told
Truppel that he should not proceed with the export until BAFA
had decided whether the export would require a licence, in
accordance with Article 4 of the EC Dual-use Regulation, the
catch-all clause.?** Truppel maintained during this interview that
the tubes were for an optical end-use. Stuttgart customs investi-
gators contacted Jacob Bek to establish that the tubes were still
there.

Truppel contacted BAFA several times over the coming months
asking whether any decision had been made about the licensing

294 On the catch-all clause see chapter 4, section II, and the glossary in this volume.
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requirement. During this time, Truppel submitted an end-use
certificate, including a signed statement, provided by Jun, purport-
edly from a representative of a Chinese company, Shenyang Air-
craft Industry Group Import & Export Co., which stated that the
tubes were to be used ‘in production activity of our group’.?*
Fearing that BAFA would still not authorize the export, Truppel
began to look for alternative buyers for the tubes in the coming
weeks and months. In February 2003, after lengthy inter-agency
consultation and verification processes, BAFA issued a catch-all
warning stating that a licence was required to export the tubes to
China. The BAFA officials denied the export on the grounds that
tubes of this type were being sought by the governments of Iran
and North Korea, possibly for their nuclear programmes. BAFA
was sceptical about the purported end-use and end-user in China
and still believed that North Korea was the intended destination of
the tubes. Jakob Bek was informed about the decision and under-
took to inform the customs investigation office if anything hap-
pened to the tubes.

Despite receiving the catch-all warning, Truppel proceeded with
the export, striking a deal with a Hamburg-based exporting com-
pany, Delta-Trading GmbH, which was accredited to use simpli-
fied customs clearance procedures.?® Truppel informed the com-
pany manager of the potential legal consequences of exporting the
goods. Nevertheless, the manager agreed to declare the goods to
German customs in Hamburg; transport the tubes from Jacob
Bek’s premises to Hamburg and stow them in a shipping container;
and transport them to the Chinese port of Dalian. The company
charged Truppel €5500 plus VAT for its services. In the customs
declaration, Shenyang Aircraft Industries was once again named as
the purchaser, with the same proposed end-use. On the simplified
procedure declaration form, Delta-Trading’s manager was identi-
fied as the owner and seller—and thus as the exporter—of the
goods. The tubes were loaded onto the French container ship Ville
de Virgo, which left Hamburg for Dalian on 3 April 2003.

Four days later, the ZKA contacted the Stuttgart Customs
Criminological Office for an update on the situation of the tubes.

295 Truppel sent this end-user certificate to BAFA by fax on 8 Oct. 2002.
296 On simplified procedures see the glossary in this volume.
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The office replied that Jacob Bek had released the tubes, which
were assumed to be on their way back to the UK. On discovering
that the tubes were on board the Ville de Virgo, which had already
left German territorial waters, the ZKA immediately passed the
case to the public prosecutor’s office in Stuttgart, which ordered
the Stuttgart customs criminological office to initiate a criminal
investigation. The premises of Optronic, Delta-Trading, Jacob Bek
and Krefal were searched and Truppel was arrested.

Meanwhile, an emergency conference was called of all the
national authorities in the area of export control to work out how
to prevent the consignment from reaching China. In this case the
German authorities were fortunate to be dealing with the French
Government, which allowed the ship to be intercepted, on 12 April,
during an unscheduled stop at the Egyptian port of Damiette. The
tubes were returned to Hamburg, where they were impounded by
customs investigation officers.

The case opened in the Stuttgart District Court in October 2003,
following a lengthy investigation. Both Truppel and the manager of
Delta-Trading were charged. The prosecutor’s case stated that the
intended final destination of the goods had always been North
Korea. Truppel was charged with and convicted for illegally
exporting dual-use items to a country of proliferation concern in
defiance of a licence requirement.?” He was further charged with
and convicted for attempting to contribute to the construction of a
nuclear weapon.?*® Truppel was sentenced to four years’ imprison-
ment. In sentencing, the judge took into account the criterion that
Truppel’s activities could have seriously endangered the peaceful

297 This charge was under the Foreign Trade and Payments Act (note 193),
Section 33(4), in conjunction with Section 70(5)(a)(2) of the Regulation implementing the
Foreign Trade and Payments Act (Auflenwirtschaftsverordnung, AWV) of 18 Dec. 1986
and Article 4(1) of the EC Dual-use Regulation (the catch-all clause).

298 This charge was under Section 19 in conjunction with Section 1(1) of the War
Weapons Control Act (Kriegswaffenkontrollgesetz, KWKG) of 20 Apr. 1961, BGBI I, 1961,
p. 444, as amended by Section 2 of the Act Implementing the Convention on the Pro-
hibition of the Use, Stockpiling, Production and Transfer of Anti-Personnel Mines and on
their Destruction of 6 July 1998, BGBI I, 1998, p.1778. The KWKG was established in
accordance with Section 26(2), of the Constitution of the Federal Republic of Germany:
‘Weapons designed for warfare may not be manufactured, transported, or marketed
except with the permission of the Government. Details are regulated by a federal statute.’
An unofficial translation of the KWKG is available at <http://www.sipri.org/contents/
expcon/kwkg.html>.
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coexistence of states and disturbed Germany’s foreign relations.?”
The manager of Delta-Trading was convicted of abetting the crime
and sentenced to 15 months’ imprisonment.’® Neither of the
defendants appealed against the verdicts.

Reflections on the case

Although German export control laws and the overall German
system for law enforcement had both already been extensively
revised since the 1990s, the Ville de Virgo case highlights some
deficiencies that still constrain officers trying to enforce the
German laws governing export controls on dual-use goods. The
first problem in the case came when the local customs office in
Aalen approved Truppel’s first application for export clearance for
the aluminium tubes without asking important questions, even
though this was the first time that Truppel had tried to export such
items. Evidently, the customs officer in Aalen put too much trust in
Truppel’s export compliance record. However, there may also
have been inadequate sharing of information regarding risks with
front-line customs officers. On the more positive side, good
cooperation between foreign and German intelligence services
clearly contributed to the detection of the procurement activity.
More than four months elapsed between BAFA issuing the
temporary export prohibition in October 2002 and issuing the full
catch-all notification in February 2003. This was largely due to the
difficulty of establishing the extent of the proliferation risk from
the export of the tubes. During this time a significant amount of
Optronic’s capital was tied up in the tubes. While it does not
excuse Truppel’s crime, he cited this delay as a factor in his
willingness to take risks in order to proceed with the export.
Another problem in the case is the lack of vigilance that allowed
several days to pass before the authorities realized that the tubes
had been moved from the premises of Jacob Bek to Hamburg. In
2002 there was no German law allowing the preventive confis-
cation of the tubes while BAFA reached its decision. However, the

299 Foreign Trade and Payments Act (note 193), Section 34(2); and War Weapons Con-
trol Act (note 300), Section 19(2).

300 The manager was convicted under Section 27 and Section 28(1), of the German
Penal Code (Strafgesetzbuch, StGB) of 15 May 1871, as amended by the Revision of the
Penal Code of 13 Nov. 1998, BGBI I, 1998, p. 3322.
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customs authorities could have checked more regularly with Jacob
Bek that the items remained on its premises. This illustrates how,
in the absence of specific legislation—in this case allowing prevent-
ive confiscation—there are usually no institutional routines or
standards to verify facts that could be of importance for an investi-
gation. In response to this aspect of the Ville de Virgo case, a law
permitting confiscation in order to prevent an illegal export was
adopted in 2007 and was used twice in that year.3°!

The Ville de Virgo case also illustrates the potential for abuse of
the simplified export procedures provided for in the Community
Customs Code.?*? By using simplified procedures, Delta-Trading
was able to act as a cover for Truppel’s illegal export—Truppel’s
name appeared nowhere on the export declaration. This fact
caused some initial difficulties for the investigators and pros-
ecutors, who needed to establish the link between Truppel and the
illegal export. In the absence of an additional contract transferring
the right of disposal from Truppel to Delta-Trading or its represen-
tatives, Truppel legally remained the exporter.3®

It is hard to understand why Delta-Trading should have put so
much at risk—including its right to use simplified procedures—for
a relatively small sum of money. It perhaps indicates that abuse of
simplified procedures is fairly commonplace and that there are
serious weaknesses in the system that need to be addressed. An
alternative explanation is that Truppel and Delta-Trading were
hoping that they would later be able to export the second consign-
ment of aluminium tubes. If Truppel had known that he was
involved in nuclear proliferation activities, one would assume that
he would demand a large payment for the risks he took. However,
it could not be established during the trial that Truppel had any
intent to proliferate WMD. According to Truppel’s defence lawyer,

301 The new law was introduced in Section 32b of the Zollfahndungsdienstgesetz
(Customs Investigation Service Act) by the Act amending the Customs Investigation
Service Act and other laws (Gesetz zur Anderung des Zollfahndungsdienstgesetzes und
anderer Gesetze) of 12 June 2007, BGBI I, 2007, p. 1037, 12 June 2007.

302 0p the Community Customs Code see chapter 4, section II, in this volume. On
simplified procedures see the glossary in this volume.

303 Article 788 of the Community Customs Code (note 203) states that the exporter is
the person on whose behalf the export declaration is made and who is the owner of the
goods or has a similar right of disposal. For more on the definition of ‘exporter’ see the
glossary in this volume.
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Delta-Trading’s fee represented half the entire profit Truppel was
expecting from the deal. Instead, his main motive in arranging the
export through Delta-Trading was to recoup the money that he
had already paid for the tubes.?%*

Finally, the fact that the aluminium tubes had not yet been added
to the annex lists of the EC Dual-use Regulation by late 2002
despite several warnings from both European and US intelligence
services earlier in the year, perhaps reflects a lack of respon-
siveness in the current export control system. If the items had been
listed, BAFA could have informed Truppel immediately in October
2002 that an export licence was needed. However, the case reflects
the pivotal importance of the catch-all instrument.

Investigating and prosecuting dual-use export control
violations in Germany

Export control legislation governing dual-use goods

In Germany illegal exports of dual-use items can be penalized
under the 1961 Foreign Trade and Payments Act, the 1961 War
Weapons Control Act (Kriegswaffenkontrollgesetz, KWKG) and
the 1871 German Penal Code.®* Prosecutors are also referred to
case law.

Section 34 of the AWG provides for criminal penalties for the
unlicensed export or transfer of any item listed in the national
export control list.3% It further provides for criminal penalties for
breaches of economic sanctions imposed by the UN Security Coun-
cil or by the EU Council in the domain of the CFSP (embargo vio-
lations).?” Other violations of national or EU export control ordin-
ances, whether intentional or unintentional, are only subject to
administrative penalties unless the act is deemed likely to threaten
Germany’s external security; the peaceful coexistence of nations;
and Germany’s foreign relations, in which case criminal penalties

304 Warrick, J., ‘Trafficking in shadows: North Korea shops globe for nuclear-arms
gear’, Washington Post, 18 Aug. 2003.

305 Foreign Trade and Payments Act (note 193); War Weapons Control Act (note 298);
and German Penal Code (note 300), as amended on 31 Oct. 2008, BGBI I, 2008, p. 2149.

306 Foreign Trade and Payments Act (note 193), Section 34(1) and (2).

307 Foreign Trade and Payments Act (note 193), Section 34(4). On sanctions under the
CFSP see note 93.
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may be applied.®*® One of these prerequisites must have been sub-
stantially fulfilled for such an offence to be considered criminal.

In principle, to be convicted under Section 34 the offender must
have acted with intent. Violations due to negligence may be penal-
ized only under special circumstances and can only lead to miti-
gated penalties.?” In the European context, the AWG is unique in
its inclusion of liability for the suppliers of illegally exported goods.
If it can be proved that a supplier (who does not have to be the
exporter) ‘encouraged the [illegal] export or transfer by providing
the goods’ the supplier can be penalized.?'?

Offences under paragraph 1 or 2 of Section 34 are punishable by
a fine or a prison sentence of up to five years, while offences under
paragraph 4 (violations of economic sanctions) are punishable by a
prison sentence of between six months and five years. A prison
sentence of between 2 and 15 years is applicable if an offence under
paragraph 1 or 2 is judged to have ‘risked serious detriment’ to the
external security of the state, ‘disturbed the peaceful coexistence
between nations’ or ‘considerably disturbed’ Germany’s foreign
relations.®™ The same penalty is applicable to offenders acting on a
professional basis or acting for a criminal organization and under
certain other circumstances.?!? Section 35 of the AWG extends the
application of Section 34 to German nationals abroad. The penal
provisions in Section 34 have been criticized by the judicial com-
munity for being unnecessarily complicated.?'®

The provisions of the KWKG are easier to follow. The KWKG
can only be applied in cases where someone is suspected of
violating either the export laws related to conventional weapons or

308 Foreign Trade and Payments Act (note 193), Section 33(1) and (4), in conjunction
with Section 34(2). On administrative and criminal sanctions see the glossary in this
volume.

309 Foreign Trade and Payments Act (note 193), Section 34(7).

310 Foreign Trade and Payments Act (note 193), Section 34(3).

311 These penalties are regulated under Foreign Trade and Payments Act (note 193),
Section 34(6) and German Penal Code (note 300), Section 34(2).

312 Foreign Trade and Payments Act (note 193), Section 34(2).

313 gee e.g. Pottmeyer, K., ‘Strafen nach AWG/KWKG—reformbediirftig’ [Penalties in
the AWG and KWKG: the need for reform], AW-Prax, 2/1999, pp. 45-47. ‘The penal regu-
lations of the AWG remain [after revision of the law in 2006] extremely complex,
specifically because the numerous authorization regulations of the national external
economy laws and the EC Dual-use Regulation must be taken into account when applying
them.’ Ricke, K.-P., “The prosecution of violation of export laws in Germany’, Background
paper prepared for SIPRI, Aug. 2006 (SIPRI translation).
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those related to the proliferation of WMD. Its provisions relevant
to dual-use items are based on the requirement that to be
convicted a suspect must—at least passively—have confessed that
the exported goods were intended for the construction of
conventional weapons or for WMD proliferation. If this cannot be
proved, the prosecutor must fall back on the AWG. This division
between the two acts reflects the difficulty of proving the intent of
an exporter to contribute to the proliferation of WMD. In the Ville
de Virgo case the judge referred to the KWKG because the pros-
ecutor had reason to suspect that Truppel had the intent to violate
the laws against the proliferation of nuclear weapons.’* An
important component of the KWKG is its annex, the War Weapons
List, which includes all war weapons that Germany undertakes not
to manufacture—that is, NBC weapons.?'

German case law assists in identifying what constitutes a weapon
under the KWKG. There are three prevailing theories. If all parts
of a weapon have been exported, the ‘kit’ or TKEA’ theory may be
applied. This theory states that an item that is listed in Part B of the
War Weapons List remains a weapon of war—and thus requires
export authorization—even if it is disassembled, as long as it can be
reassembled without extraordinary means or special tools. Judges
must interpret what constitute such means and tools. According to
the ‘theory of easy assembly’, an item listed in Part B of the War
Weapons List that is missing one or more parts could still be con-
sidered a weapon and require export authorization if the missing
parts can be replaced without extraordinary means and special
skills. Once again, the judge must decide what constitute such
means and skills. The third theory, usually referred to as the
‘specially constructed as . . . theory, states that any item that is
intended for military use needs export approval under the conven-
tional weapons licensing procedures and cannot be considered a
dual-use or civil-use item. In applying this theory it is necessary to
establish the intention behind the original design.3¢

314 Gee Section 19(1), of the War Weapons Control Act (note 298). Another relevant
case concerned the delivery of a waste gas purification installation for a mustard gas
factory in Libya. Stuttgart District Court, Case 6 Kls 144, Js 43314/94, Judgement of
19 June 2001.

315 War Weapons List (Kriegswaffenliste, KWL), Annex to Section 1(1), of the War
Weapons Control Act (note 298).

316 Federal Supreme Court, Case St 296/95, Judgement of 23 Nov. 1995.
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The AWG and the KWKG are complemented by three sets of
provisions in the Penal Code: Section 93, defining ‘state secrets’;
Section 94, setting out penalties for high treason, which includes
communicating state secrets to a foreign power; Section 96 on
activities of intelligence service agents; and Section 99, dealing
with espionage by German citizens in the service of foreign intelli-
gence services.?!” Since the conclusion of the 1970 Treaty of Almelo
between Germany, the Netherlands and the UK, research into
technology for the enrichment of uranium through the use of gas
ultra-centrifuges has been considered a state secret.’!®

Detection, investigation and prosecution procedures

To facilitate the detection of violations, the German customs agen-
cies have at their disposal correlation lists—which correlate the
categories of control lists and customs codes—and databases for
the purpose of risk analysis.?*® The ZKA has established a central
web-based tool that facilitates cooperation and the sharing of
databases between the licensing authorities and customs offices.
This tool allows quick checks of an exporter’s trading history,
including what types of items the exporter has shipped, whether
they were licensable, whether licences were obtained and the
exporter’s compliance record. The licensing authority BAFA also
offers training courses and technical support to customs officials.
When a suspected export violation is discovered during the
customs clearance process or during physical examination of a
consignment at a border, the ZKA is immediately notified.??° The
Customs Investigation Service (Zollfahndungsdienst) comprises

317 The Penal Code (note 300) has been used to convict a German entrepreneur on a
charge of treason for attempting to sell dual-use technology to Iraqi President Saddam
Hussein. Higher Regional Appeal Court of Bavaria, Case St 21/96, Judgement of 29 June
1993.

318 The Agreement between the Kingdom of the Netherlands, the Federal Republic of
Germany and the United Kingdom of Great Britain and Northern Ireland on Collabor-
ation in the Development and Exploitation of the Gas Centrifuge Process for Producing
Enriched Uranium was signed on 4 Mar. 1970 at Almelo, Netherlands, and entered into
force on 14 Sep. 1971.

319 On the databases available to the entire EU customs community see chapter 4 in
this volume.

320 This is regulated differently in the various EU member states; in many countries,
the police are in charge of the investigation after seizures in the course of the customs
clearance process.
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the federal ZKA and eight local customs investigation offices, four
of which are specialized in investigating dual-use export control
violations.®®! Customs investigation officers have the same legal
powers as police officers—for example, they can perform house
searches and arrests, confiscate items as evidence, question
suspects and witnesses, and carry out telecommunication and mail
surveillance. Customs investigation officers may need to seek
extraordinary legal powers from the public prosecutor if the case
poses an imminent threat.

As in any criminal case in Germany, an initial suspicion is
required before a formal investigation into an export violation can
be launched and investigative powers such as interrogation, confis-
cation and arrest can be used.??? An initial suspicion is considered
to exist when there is sufficient evidence that an offence has been
committed. In many cases, the investigating office must conduct a
preliminary investigation in order to establish the initial suspicion.
In others, a formal investigation may be initiated without a pre-
liminary investigation. Below are four hypothetical examples of
cases that may result in preliminary and formal investigations.

1. A customs officer at a German airport discovers a suspect con-
signment. The consignment is destined for a non-EU member
state. The export declaration is inadequate and the end-use state-
ment seems to be falsified.

2. ZKA officers receive information about the suspected illegal
export of a dual-use item from a domestic or foreign intelligence
service.

3. ZKA officers discover that an export violation has occurred or
is imminent while conducting preventive telecommunication and
mail surveillance.

4. During a trade audit, customs officers find grounds to suspect
that a product has been exported without a licence.

On completing their investigation, customs investigators present
the case file and a report to the public prosecutor’s office, which

321 The duties and authority of the ZKA and the customs investigation offices are
regulated by the Reorganization of the Customs Investigation Service Act (Gesetz zur
Neuregelung des Zollfahndungsdienstes (Zollfahndungsdienstgesetz)) of 16 Aug. 2002,
BGBI I, 2002, p. 3202.

322 Code of Criminal Procedure (Strafprozessordnung) of 12 Sep. 1950, section 161.
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will then decide whether there is a strong enough case to proceed.
The court will then verify the legal grounds for the charges,
officially open the proceedings and set a date for hearings.

Final remarks

As mentioned above, the German export control legislation and the
system for enforcing the laws have undergone considerable revis-
ions in the past decade. German legislators seem to respond
quickly when weaknesses are exposed in the law—for example by
introducing powers of preventive confiscation for customs investi-
gators in the wake of the Ville de Virgo case. This has resulted in a
strong legislative framework for combating export control vio-
lations. There have also been numerous export control prosecu-
tions in Germany and these have, among other things, established a
body of relevant case law. Learning from the mistakes of the past,
German authorities, prosecutors and even judges have developed
considerable know-how in the area of detecting, investigating and
prosecuting dual-use export control violations.

II. Sweden

So far only one case concerning the illicit export of dual-use goods
has been prosecuted in Sweden. This prosecution took place in
1998. The defendant in the case—which involved an export and an
attempted export of electrical devices called thyratrons to Iran—
received only a relatively light sentence, despite the possibility that
his activities contributed to Iran’s nuclear weapon programme.
This possibility was never really assessed by the Swedish legal
authorities. One reason for this was the lack of suitable legislation.
A description of the case is followed by a brief introduction to the
current arrangements for detecting, investigating and prosecuting
illegal exports of dual-use items in Sweden. These include three
important new legal acts that directly address some of the gaps and
ambiguities encountered in the investigation and prosecution in
the thyratron case.
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The Halmstad thyratron case®*

The Halmstad thyratron case concerns two attempts to export
dual-use electronic items, thyratrons, to Iran.??* Both were carried
out by an Iranian-born Swedish citizen, Ehsan, at the request of a
cousin in Tehran. The second was detected and prevented by
Swedish customs officials.

According to Ehsan’s testimony, in 1998 he was asked by his
cousin to purchase a US-made thyratron and send it to him in Iran.
The cousin told Ehsan that the device was needed for dental
research at Amir Kabir University of Technology in Tehran but
that US restrictions on exports to Iran prevented him from pur-
chasing it himself.??> Ehsan was offered nearly $2000 (€2169 at
current exchange rates) for arranging the transaction. Ehsan then
found and contacted a US supplier of the required thyratron
model, Richardson Electronics Ltd, which referred him to a Swed-
ish subsidiary, Richardson Electronics Nordic AB.

In his first communication with Richardson Electronics Nordic,
Ehsan stated that he intended to send the thyratron to Iran. The
company refused, citing company policy on selling US dual-use
items to customers who intended to re-export them.®?¢ Ehsan
called the company again a week later, but this time claimed that
he needed the thyratron himself for a university research project in
Sweden. His order was accepted on the condition that he signed a
company certificate confirming that he was the end-user. Ehsan
did so and then forged the signatures of his mother, his brother and
a fellow student at Ehsan’s university as witnesses. Next, Ehsan
issued a pro forma invoice in the name of his pizzeria, made out for

323 This account is based on District Court of Halmstad, Case B 2051-99, Judgement of
25 Nov. 1999; and Court of Appeal for Western Sweden, Case B 5985-99, Judgement of 6
Sep. 2000.

324 Thyratrons are high-energy switching devices with a range of civil (including
medical) and military applications. They can be used in the ignition mechanisms of
nuclear weapons. The thyratron model in this case, a grounded grid thyratron model
F-205 manufactured in the USA by Triton Services Inc., was covered by item 3A228
(Nuclear Suppliers Group) in Annex I of the EC Dual-use Regulation (note 8).

325 Amir Kabir University of Technology has frequently been suspected of acting as a
front for the secret procurement of nuclear technologies. See e.g. Walsh, G., ‘British
campus link to Iranian nuclear centre’, Sunday Times, 5 Feb. 2006; and ‘Iranian procure-
ment fronts’, Middle East Defense News, 8 June 1992.

326 On re-exports see ‘export’ in the glossary in this volume.
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$3800 (€4121), double the actual price of the thyratron. Ehsan’s
cousin transferred the sum through a bank in Germany and Ehsan
paid Richardson Electronics Nordic for the thyratron, keeping the
remaining money for himself.

Ehsan contacted Swedex, a transport company in Gothenburg, to
transport the thyratron to Tehran. Ehsan wrote on the package
that it contained an ‘electronic device’ and named his pizzeria as
the sender. The thyratron was then delivered to Tehran. A year
later, Ehsan followed much the same procedure in his attempt to
export the second thyratron, this time addressing the package to a
different Tehran university, Elm o Sanat (also known as the Iran
University of Science and Technology).

The Swedish customs agency, Tullverket, started investigating
the case in the autumn of 1999 after a trade audit had been
conducted at Ehsan’s pizzeria by customs officers based in
Gothenburg. The audit had been requested by customs authorities
at Stockholm’s Arlanda Airport, which had discovered the package
containing the second thyratron. Their attention was originally
drawn to the package because it had been circulating at the airport
for more than two weeks. This was the result of a misunder-
standing between Ehsan and Swedex over who should pay the
airport’s freight handling charge.

In deciding whether there was a crime to investigate, the
customs agency requested the specifications of the thyratron from
Richardson Electronic. These specifications were sent to the
Swedish licensing authority, the Inspectorate for Strategic Pro-
ducts (Inspektionen for strategisker produkter, ISP), for review.
The ISP responded that it was a dual-use item and hence a licence
was required for its export to any country outside the European
Community.??” The ISP also pointed out that Ehsan had signed the
company end-user certificate, falsely claiming to have financed the
purchase and to be the end-user himself, so he must have been
aware that the thyratron was subject to US re-export restrictions.
Later in the investigation a statement was obtained from the Swed-
ish Defence Research Establishment (Forsvarets forskningsanstalt,
FOA) that supported the ISP’s opinion and added that thyratrons

327 See Council Regulation 3381/94 (note 158), referring to Annex 1 of Council
Decision 94/942/CFSP.



104 EU LAW ON EXPORTS OF DUAL-USE GOODS

were used in the early stages of the US nuclear weapon pro-
gramme.??® Once it had been informed of the dual-use application
of the items, the customs agency referred the case to the Swedish
customs investigation agency, Tullkrim.3?

According to the Swedish Code of Judicial Procedure, criminal
cases should be adjudicated by the district court at the place where
the offence has been committed. If the offences have been com-
mitted at several places, the district courts of those places are
equally competent, and the case should be heard in the court
where it is most practical.®*® One of Ehsan’s crimes—falsifying of
documents—was committed in Halmstad, while the other crimes—
the smuggling and attempted smuggling of dual-use items—were
committed at Arlanda Airport. It was decided in the end that the
case should be heard at Halmstad District Court, on the basis that,
among other things, this would make it easier to conduct searches
of the suspect’s premises. Although Tullkrim employs prosecutors,
it handed the case to the Halmstad public prosecutor.

Ehsan was charged on three counts: falsification of documents,
aggravated smuggling (of the first thyratron) and attempted aggra-
vated smuggling (of the second thyratron).®*! Ehsan pleaded guilty
to the falsification charge. He also admitted to smuggling and
attempted smuggling but contested that the crimes were grave. To
secure convictions for smuggling under sections 1 and 3 of the 1960
Act on Penalties for Smuggling, the prosecutor had to convince the

328 The FOA has since been renamed the Swedish Defence Research Institute (Total-
forsvarets forskningsinstitut, FOI).

329 On the responsibilities of Tullverket and Tullkrim (shortened from Tullkriminalen)
see below.

330 swedish Code of Judicial Procedure (Rittegingsbalken), 18 July 1942, SFS
1942:740, as amended by the Act amending the Code of Judicial Procedure (Lag om
indring i rittegangsbalken) of 11 June 1998, SFS 1998:605, Chapter 19, Section 1. An
English translation of the Code as of 1 Jan. 1999 is available at <http://www.sweden.gov.
se/sb/d/390/a/1540>.

331 The falsification of documents charge was under Swedish Penal Code (Brotts-
balken) of 21 Dec. 1962, SFS 1962:700, as amended by the Act amending the Penal Code
(Lag om #ndring i brottsbalken) of 15 Apr. 1999, SFS 1999:197, Chapter 14, Section 1. The
aggravated smuggling charge was under the Act on Penalties for Smuggling (Lag om
straff fér varusmuggling) of 30 June 1960, SFS 1960:418, as amended by the Act amending
the Act on Penalties for Smuggling (Lag om #ndring i lagen (1960:418) om straff for
varusmuggling) of 3 June 1999, Sections 1 and 3. The attempted aggravated smuggling
charge was under the Act on Penalties for Smuggling, Section 8, referring to Chapter 23,
Section 1 of the Penal Code. An unofficial English translation of the amended Penal Code
as of 1 May 1999 is available at <http://www.sweden.gov.se/sb/d/3926/a/27777>.
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court that Ehsan had committed the smuggling offences with
intent. He succeeded in doing this, citing the falsification of the
end-user certificates. Ehsan was convicted of falsification of docu-
ments and of smuggling and attempted smuggling.

In sentencing, the judge took into account Ehsan’s claim that he
had not known, nor had any reason to suspect, the potential mili-
tary application of the thyratrons. The prosecutor—on whom the
burden of proof fell, as this was a criminal case—was unable to
prove that Ehsan had made any effort to find out the potential end-
use of the thyratrons. The court therefore concluded that there
was no reason to believe that Ehsan knew that they could have a
military use. For this reason, neither smuggling offence was con-
sidered grave. The prosecutor did not try to link Ehsan to a larger
proliferation network. The court also referred to the systematic
planning of the smuggling offence, as evidenced by the falsification
of documents, but balanced against this Ehsan’s relative youth: he
had not reached the age of 21 at the time when the offences were
committed. Ehsan was given four months’ imprisonment.®32

Later in 1999 both parties lodged appeals against the district
court’s judgements. Ehsan sought a non-custodial sentence, while
the prosecutor wanted the smuggling convictions upgraded to
grave and the sentence increased. The regional court of appeal
agreed with the district court that there was insufficient evidence
to prove Ehsan’s knowledge of the possible military use of the
products. However, it held that this did not preclude the offence
being considered grave, arguing that, having been asked to sign an
end-user certificate, Ehsan should have realized that the thyra-
trons were sensitive items. The appeal court changed the verdicts
to grave smuggling and attempted grave smuggling but did not
alter the sentence of the lower court.?*

Reflections on the case

As noted above, this case was Sweden’s first prosecution for an
export violation related to dual-use items. Several of the key actors
in the investigation and the prosecution seem not to have appre-
ciated the gravity of the crime. This fact, and the limits of the

332 District Court of Halmstad (note 323).
333 Court of Appeal for Western Sweden (note 323).
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legislation available at the time, go some way towards explaining
some of the more surprising aspects of the case.

In judging the gravity of a smuggling offence, special consider-
ation is usually given to such factors as whether the smuggled
items are particularly dangerous and their monetary value. At
the time the offences were committed, Sweden had no special
legislation on the smuggling of dual-use items. The 1998 Act on
Strategic Products referred to the general smuggling act, the 1960
Act on Penalties for Smuggling, which provided for penalties rang-
ing from fines to a maximum of two years’ imprisonment.?** Penal-
ties for aggravated offences ranged from six months’ to six years’
imprisonment. Stronger penalties were available only for smug-
gling of narcotics. Both acts have since been repealed, and the new
legislation is described later in this section.

In the Halmstad thyratron case, the prosecutor did not attempt
to establish that Ehsan believed that the thyratrons were for use
in a nuclear weapon programme. Thus, the court did not discuss
the character of the smuggled items—or the possibility that they
might justify a harsher penalty—in sentencing. This could have
been because the public prosecutor—and, it might be assumed,
most public prosecutors in Sweden at the time—had little know-
ledge regarding the security implications of dual-use items. It may
also be explained by the limitations of the 1960 Act on Penalties for
Smuggling. The main purpose of this act appears to have been to
penalize exporters who try to avoid paying customs duties and
related fees. Although Section 1, paragraph 2, stated that the act
applied to exports ‘in violation of a prohibition’, it is conceivable
that a prosecutor, reading the legislation without specific know-
ledge of the potential contribution of a dual-use item to a WMD
programme, might not have seen a need to look into the exporter’s
intentions regarding end-use and thus might not present a strong
argument for penalties in the higher range.

In its judgment, the appeal court decided that the offence should
be considered grave because Ehsan was aware of the export
restriction, even though it had not been proved that he was aware
of the possible military use of the thyratrons, and the prosecutor

33% Act on Strategic Products (Lag om strategiska produkter) of 4 June 1998, SFS
1998:397.
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had not suggested that the thyratrons were to be used for nuclear
weapon research. It would have been more logical to link the
gravity of the offence to Ehsan’s knowledge of the potential mili-
tary application of the thyratrons. This highlights the possible
pitfalls in applying legislation that is not tailored to a specific
offence but is constructed to include several offences that are of
different characters, as the 1960 Act on Penalties for Smuggling
was. In effect, the limitations of that act limited the possibility of a
verdict that reflected the gravity of the offences.

There was no recorded attempt during the trial to link Ehsan to a
larger proliferation network. This raises the question, albeit hypo-
thetical, of what direction the case could have taken if the pros-
ecutor had considered this possibility. Such an investigation would
undoubtedly have required the involvement of national and inter-
national intelligence services. It is not possible to rule out that such
an investigation was in fact carried out, but there is no official evi-
dence that it was. Also, one could speculate that Ehsan had pur-
chased the pizzeria with the intention of making it a front for
illegal exports, particularly considering the facts that the purchase
took place only a year before the first thyratron export and that
Ehsan used the company stamp on the invoices and gave the
company’s name as the sender on the documents given to Swedex.
Once again there is no evidence in the investigation records to
support this suspicion. However, the fact that these possibilities
were evidently not investigated may indicate weaknesses in the
investigation procedures, again possibly reflecting the lack of
knowledge among Swedish investigators and prosecutors regard-
ing offences related to dual-use goods.

Finally, Ehsan’s sentence seems at first sight light, considering
that his actions may have contributed to an Iranian nuclear
weapon programme. However, since the prosecutor’s case did not
suggest that Ehsan was part of a proliferation network or that the
items in question were to be used for military purposes, the
sentence was probably reasonable, particularly taking into account
Swedish penal tradition on the sentencing of young people.
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Investigating and prosecuting dual-use export control
violations in Sweden

Both trials in the Halmstad thyratron case were undoubtedly com-
plicated by the absence of established practice in the area of pros-
ecuting export control offences related to dual-use goods. While
there have been no prosecutions since, several steps have been
taken to strengthen the legislation and clarify procedures. The
current system for investigation and prosecuting such export vio-
lations is outlined below.

Export control legislation governing dual-use goods

Today, exports of dual-use items are governed mainly by three
pieces of Swedish legislation: the 2000 Act on the Control of Dual-
use Products and Technical Assistance, the 2003 Act on Criminal
Responsibility for Terrorist Offences and the 2000 Act on Penalties
for Smuggling.3*® Together, these acts are intended to give force to
the EC Dual-use Regulation. Additionally, the Swedish Penal Code
may be applied to fill gaps, for example if it cannot be proved that
an exporter had the intent to violate the export laws but has
committed other offences that fall directly under the Penal Code.33¢
In the Halmstad thyratron case, Ehsan was convicted of falsifi-
cation of documents under the Penal Code.

The 2000 Act on the Control of Dual-use Products and Tech-
nical Assistance criminalizes any person found to have intention-
ally exported, without permission, dual-use items listed in the EC
Dual-use Regulation or to have exported or transferred by elec-

335 Act on the Control of Dual-use Products and Technical Assistance (note 194); the
Act on Criminal Responsibility for Terrorist Offences (Lag om straff fér terroristbrott) of
24 Apr. 2003, SFS 2003:148, as amended by the Act amending the Act on Criminal
Responsibility for Terrorist Offences (Lag om éndring i lagen (2003:148) om straff for
terroristbrott) of 19 May 2005, SFS 2005:319; and the Act on Penalties for Smuggling (Lag
om straff for smuggling), 30 Nov. 2000, SFS 2000:1225, as amended by the Act amending
the Act on Penalties for Smuggling (Lag om #ndring i lagen (2000:1225) om straff for
smuggling) of 5 June 2008, SFS 2008:520. An unofficial translation of the original Act on
Criminal Responsibility for Terrorist Offences is available at <http://www.isp.se/
documents/public/se/pdf/lagar/2003_148e.pdf>. An unofficial translation of the original
2000 Act on Penalties for Smuggling is available at <http://www.regeringen.se/sb/d/
3926/a/27768>.

336 Swedish Penal Code (note 331).
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tronic means software or technology listed in the regulation. The
penalty is a fine or a prison term of up to two years, unless the
crime is considered particularly grave, in which case the act pro-
vides for a prison term of between six months and six years. The
gravity of the crime is judged according to whether it was part of
criminal activity carried out systematically or on a larger scale or
whether it significantly affected the public interest. If the offence
is judged to have been committed through gross negligence rather
than with intent, a maximum penalty of two years’ imprisonment
applies.®®” The act refers to the Swedish Penal Code for penalties
for attempts to carry out unlicensed exports of dual-use items and
for preparation and conspiracy to commit such offences if the
offences are grave.**® Crucially, the act provides for criminal penal-
ties of fines or imprisonment for persons who—intentionally or
negligently—submit incorrect information to the licensing author-
ity, neglect to provide information that would affect the decision of
the authority relating to crimes covered by the act, or neglect to
learn about the conditions for exporting from the European Com-
munity provided for in the EC Dual-use Regulation.?*

Persons committing an offence under the Act on Control of
Dual-use Products and Technical Assistance that relates to pro-
ducts or technical assistance that could be used in the production
of nuclear charges or of biological or chemical weapons can be
charged with a terrorist offence under the 2003 Act on Criminal
Responsibility for Terrorist Offences. For this to happen, the
offence would have to risk seriously damaging a state or an inter-
governmental organization and its intent be to seriously intimidate
a population or group of a population, unduly compel a public
authority or an intergovernmental organization to perform an act
or abstain from acting, or seriously destabilize or destroy funda-

337 Act on the Control of Dual-use Products and Technical Assistance (note 194),
sections 18 and 19.

338 Act on the Control of Dual-use Products and Technical Assistance (note 194),
Section 21, referring to Chapter 23 of the Swedish Penal Code (note 331). The act also
refers to Chapter 23 of the Penal Code for penalties for attempting to provide technical
assistance outside the European Community intended for use in connection with the
development, production, handling, use, maintenance, storage, detection, identification
or proliferation of WMD or their means of delivery.

339 Act on the Control of Dual-use Products and Technical Assistance (note 194),
Section 22.
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mental political, constitutional, economic or social structures in a
state or in an intergovernmental organization. For such offences
the act provides for imprisonment for a fixed term of at least four
and at most 10 years, or for life. A sentence of between two and six
years’ imprisonment may be imposed for less serious offences.?*

The 2000 Act on Penalties for Smuggling, while not the main
instrument for prosecuting illegal exports of dual-use goods,
includes some provisions that are relevant for such cases. These
concern the procedures and the division of competences between
Tullverket and public prosecutors in preliminary investigations of
export violations.’*!

Detection, investigation and prosecution procedures

Sweden’s approach to combating illegal exports builds on the prin-
ciple that early prevention is more effective than detection at the
border. Thus, the focus is on licensing procedures and on effective
intelligence to facilitate the detection, disruption and prosecution
of illegal export activities.

Tullverket’s functions can be divided into operational functions
related to managing the flow of goods and people across Sweden’s
borders, and executive functions, which include detecting and
investigating import- and export-related crimes along with work to
prevent organized crime. Tullkrim is responsible for investigation
and can also carry out prosecutions for minor offences. Tullkrim,
supported by its intelligence service, monitors cross-border traffic
to detect illegal imports and exports. Its major tasks are searches,
risk analysis, and investigating organized smuggling and customs-
related economic and environmental crimes. Through the com-
bination of preventive work and prosecutions, Tullkrim seeks to
make export violations less attractive and profitable.

If any customs official detects a possible case of smuggling while
carrying out a customs clearance, trade audit or risk analysis, Tull-
krim is legally empowered to initiate a preliminary investigation.3*
However, a large proportion of cases are not detected by customs
officers but are referred to Tullkrim by the licensing authority. The

340 Act on Criminal Responsibility for Terrorist Offences (note 335), sections 2 and 3.
341 Gee e.g. Act on Penalties for Smuggling (note 335), sections 13, 23(a) and 24.
342 Act on Penalties for Smuggling (note 335), Section 13.
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ISP notifies Tullkrim whenever it identifies a weakness in an
export licence application that could be explained by criminal
activity. Tullkrim employs customs prosecutors who are respon-
sible for minor smuggling cases. Public prosecutors generally
supervise the customs prosecutors and should take over a case if it
turns out to have more serious aspects or if there are special con-
siderations. Usually, a case is considered to be of a simple nature if
the offence could lead to no more than a fine.?*® Swedish pros-
ecutors are obliged to prosecute if there is sufficient evidence to
prove the suspect’s guilt.*** They do not need to prove that the
prosecution is in the public interest as is the case in the UK, for
example. It is simply assumed that, if a law has been broken, pros-
ecution will serve the public interest.

The local prosecution offices of the Swedish Prosecution
Authority (Aklagarmyndigheten) carry out prosecutions in local
courts but are directly answerable to the Office of the Prosecutor
General (Riksaklagaren), which is responsible for management,
planning and coordination. The central management structure
includes a national development centre (utvecklingscentrum) that
has offices in three major cities. These centres focus on, among
others, legal development, analysing and following up the appli-
cation of the law, working methods and knowledge development.
Each centre is responsible for a number of crime areas.

The civil police share with Tullverket the power to investigate
smuggling and other crimes related to border crossings. This
means that either Tullkrim or the police could be responsible for
investigating an illegal export, depending on which agency first
detected it. However, cases when the civil police would lead such
an investigation are likely to be very rare. Tullkrim’s intelligence
service also works in parallel with another branch of the police, the
Swedish Security Service (Sikerhetspolisen, SAPO), whose tasks
include participating in non-proliferation efforts. SAPO investi-
gates offences under the 2003 Act on Criminal Responsibility for

343 See Proposition 1997/98:11 Sveriges tilltride till CIS-Konventionen och en ny
lag om register i Tullverkets brottsbekimpande verksamhet [Proposal 1997/98:11 on
Sweden’s accession to the CIS Convention and for a new law on the register of the law
enforcement activity of the Customs Agency], Section 6.2. On the CIS Convention see
note 250 and chapter 5, section II, in this volume.

344 The regulations governing the Swedish Prosecution Service are set out in Chapter
23 of the Swedish Code of Judicial Procedure (note 330).
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Terrorist Offences, including those under the 2000 Act on the
Control of Dual-use Products and Technical Assistance if they
qualify as terrorist offences (see above). Twice annually, SAPO
convenes the Small Reference Group, a meeting of national author-
ities, including Tullverket, which provides a forum for formalized
cooperation on non-proliferation matters.

A new prosecution office was created in September 2006 with
special responsibility for national security, the Prosecution Office
for the Security of the State (Aklagarkammaren for sikerhets-
mal).?*® This office gathers together the Prosecution Authority’s
previously scattered competences related to national security. It is
responsible for prosecutions of terrorism-related offences but
would also be referred cases of illegal dual-use exports if they
potentially constitute a threat to national security—for example, if
the suspect might be part of a larger proliferation network.

Final remarks

The Halmstad thyratron case illustrates the importance of review-
ing and updating legislation to ensure that it suits its purpose. The
adoption of the 2000 Act on the Control of Dual-use Items and
Technical Assistance was a much-needed step, providing an appro-
priate and tailored legal framework for the prosecution of illegal
exports of dual-use items. The general smuggling act used in the
Halmstad case was clearly insufficient.

Arguably, Sweden—like many European states—has not yet
come far enough in its review of export control legislation, struc-
tures and procedures. The lack of any prosecutions to date under
the Act on the Control of Dual-Use Products and Technical
Assistance probably indicates that the system is not yet functioning
as it should. One possible area of weakness is the sharing of com-
petences between Tullkrim, the civil police and their respective
intelligence services for investigating suspected export violations
in the area of dual-use items. This surely opens up the possibility of
duplication of effort and even counterproductive clashes. At the
very least, this requires a good degree of inter-agency cooperation.

345 STPRI and the Prosecution Office for the Security of the State jointly hosted a
conference in Stockholm in Sep. 2007. See note 16.
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Finally, a remark on resources. The trial and subsequent appeal
in the Halmstad case illustrated the importance of all links in the
enforcement chain. It is striking that the prosecutor almost
entirely failed to address the serious proliferation aspects of the
case. This was despite FOA’s statement that thyratrons had been
used in the US nuclear weapon programme and publicly available
reports suggesting that the Iranian Government had a covert
nuclear weapon programme and had used Amir Kabir University
of Technology as a purchasing front. In 2008 the Swedish Pros-
ecution Authority was overloaded with cases. This is in large part
because the government in 2008 significantly increased its budget
allocation to the police without doing so for the prosecution
service. In these circumstances it seems unlikely that Swedish
prosecutors will find the time and resources to increase their
knowledge of illegal exports of dual-use items.

II1. The Netherlands

Henk Slebos, a Dutch businessman, is believed to have been a pur-
chasing agent for the Pakistani nuclear programme initiated by
A. Q. Khan.?*® In December 2005 Slebos was convicted on several
charges related to the illegal export of dual-use items in a lower
court in the Netherlands and sentenced to one year’s imprison-
ment. The investigation leading up to the trial illustrates several
key concerns relating to the application of the EU legislation for
export control of dual-use goods. Foremost among these is the
important role that national law enforcement actors and pros-
ecutors play in giving effect to the EU legislation. To do this, these
actors must be aware of the direct connection that can exist
between unlicensed exports of dual-use goods and the prolifer-
ation of WMD. The case also highlights the need for inter-agency
and international cooperation in combating trafficking in dual-use
goods. As the appeal case concluded only in January 2009, there is
a shortage of details concerning both the initial trial and the

346 For a brief description of A. Q. Khan and his network see chapter 1 and the glossary
in this in this volume.
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appeal.®¥ Thus, the case study presented here focuses on the
investigation that led up to the trial.

The experience of investigating and prosecuting Slebos gave the
relevant parts of the Dutch law enforcement community and pros-
ecution service a greater awareness of the risks related to traffick-
ing in dual-use goods and an opportunity to develop their capaci-
ties to combat it. It is to be hoped that steps will be taken to
preserve institutional memory and ensure that this awareness and
capacity are not lost over time.

The Slebos case3*

In January 2001 the Dutch customs authorities received a request
for legal assistance from US authorities concerning dual-use goods
produced by a US firm. A few months later, in July 2001, a similar
and apparently connected request was received from German
authorities. According to the information received, in 1998 a Dutch
firm, Slebos Research BV, had purchased six absolute capacitance
manometers from a German subsidiary of the US manufacturer
MKS Instruments Inc. and exported them to Pakistan. These
pressure gauges can be used during uranium enrichment.®* Ana-
lysts believe that the recipient in Pakistan, A. Q. Khan, manu-
factured copies of the manometers and offered them for sale to
Iran, Libya and North Korea. In February 2004, Khan admitted to
having supported the nuclear programmes developed by these
states.3%

347 Amsterdam Court of Appeals, Judgements LIN: BH1773, BH1775 and BH1777 of
30 Jan. 20009.

348 This account is based on District Court of Alkmaar, Case 14.038041-04, J udgement
LJN: AU8250 of 16 Dec. 2005; Slijper, F., Project Butter Factory: Henk Slebos and the A. Q.
Khan Nuclear Network, Transnational Institute Briefing 2007/01 (Transnational Insti-
tute/Campagne tegen Wapenhandel: Amsterdam, Sep. 2007); Hibbs, M., ‘The unmaking
of a nuclear smuggler’, Bulletin of the Atomic Scientists, vol. 62, no. 6 (Nov./Dec. 2006),
pp. 35-63; and interviews with investigators involved with the case, Dec. 2006, and
Rotterdam, Oct. 2008.

349 The absolute capacitance manometer is a kind of pressure gauge. It is covered by
item 3.A.7. of the NSG dual-use list. Nuclear Suppliers Group, Annex: list of nuclear-
related dual-use equipment, materials, software, and related technology, INFCIRC/254,
part 2. The current version of the dual-use list is available at <http://www.nuclear
suppliersgroup.org/guide.htm>. On the NSG see chapter 2, section III, in this volume.

350 see Astill, J., <“T offer my deepest regrets to a traumatised nation”’, The Guardian,
5 Feb. 2004.
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Dutch customs officers had not questioned the 2001 export,
which was accompanied by documentation that correctly identi-
fied the goods as transducers, Slebos Research as the exporter and
Pakistan as the destination, despite the fact that the Dutch
authorities had been aware of the involvement of the company’s
owner, Henk Slebos, in illegal exports of proliferation-sensitive
items since at least 1980.%5! In 1985 he had been convicted for
illegally exporting a dual-use item, an oscilloscope that was
ultimately bound for Pakistan, through Amsterdam’s Schiphol Air-
port.?? Slebos was also known by the Dutch authorities to be an
associate of A. Q. Khan. Slebos had a close personal relationship
with Khan dating back to the early 1960s, when both had studied
metallurgy at Delft University of Technology in the Netherlands.
Both had also worked for subsidiaries of the nuclear fuel group
Urenco, which developed centrifuges for uranium enrichment.
From 1983 Slebos had frequently been mentioned in discussions of
sensitive exports and had received several written warnings not to
export specific dual-use items to Pakistan because of suspicions
that they could be used in WMD development.?*

Officers of the Dutch Tax and Customs Administration’s investi-
gation service, the Fiscal Investigation and Information Service—
Economic Investigation Service (Fiscale Inlichtingen en Opspor-
ingsdienst-Economische Controle Dienst Belastingsdienst; FIOD-
ECD), started to investigate the export of the manometers in 2001.
Evidence gathered during searches of Slebos’s house and of the
premises of his two companies, Slebos Research and Bodmerhof
BV, showed that the manometers had been exported without a
licence even though MKS Instruments had included a warning on
its invoice—in accordance with the EC Dual-use Regulation—stat-
ing that an export licence would be required.?** There was also
clear documentary evidence that Slebos’s companies had exported
many items to Pakistan. The Institute of Industrial Automation
(ITA), which was believed to be linked to A. Q. Khan’s Khan
Research Laboratories, was named as the recipient on several

351 See e.g. Slijper (note 348), pp. 15-18, 20.

352 glijper (note 348), p. 20.

353 Slijper (note 348). The catch-all clause was introduced into Dutch legislation only
in 1997, so these warnings had no legal effect.

354 Council Regulation 1334/2000 (note 8), Article 21(7).
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documents and on others the name of the recipient appeared to
have been deliberately removed. Most of the goods exported had
not been listed as dual-use goods or been subject to a catch-all
warning. However, the investigators identified seven exports to
Pakistan that appeared to breach export controls.

Convincing a prosecutor to take the case proved difficult for the
FIOD-ECD investigators. From 2003, three prosecutors declined
the case on the basis that Slebos’s activities constituted only minor
economic offences—the total value of the manometers was only
€10 000—and were thus of little concern. At this time, there was
low awareness among Dutch prosecutors of export controls or pro-
liferation concerns related to Pakistan or A. Q. Khan. It was only in
2004, three weeks before Khan’s public confession, that a pros-
ecutor accepted the case. This was probably in large part because
the investigators had compiled new information regarding the
links between Slebos and Khan in an attempt to highlight the
potential grave consequences of Slebos’s export violations.

Slebos was eventually tried in the District Court of Alkmaar for
five export control violations in his capacity as manager of his two
companies. The charges concerned exports of the following goods:

1. Six manometers. These were exported in 1999 in violation of a
licence requirement.

2. Several thousand O-rings (a sealing device). A catch-all warn-
ing was issued to Slebos in August 2001, forbidding him to supply
these to Pakistan. These were exported in two consignments
between 2001 and 2002. The illegal export was detected through
cooperation between Dutch and German officials. Slebos revealed
that the O-rings had been transported by car from the Netherlands
to Belgrade and then flown to Pakistan.

3. Several special bearings. Catch-all warnings had been issued to
Slebos for these in December 2001 and January 2002. Slebos
exported the bearings in early 2002. They matched specifications
for the bottom bearings of the CNOR model centrifuge developed
by Urenco. Although in 2001 Western analysts believed that Paki-
stan had stopped trying to develop such a centrifuge, Iran, Libya
and North Korea were thought to have been trying to do so. Thus,
there was a risk that Pakistan intended to export the bearings to
one of those countries.
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4, Twenty kilograms of the industrial chemical triethanolamine
(TEA). This was exported in 2002. TEA is included in Annex I of
the EC Dual-use Regulation.®*® The invoice for the product had
included a warning about the licence requirement.

5.A consignment of 104 graphite blocks. These blocks, which
were exported in 1999, were covered by the control lists of the
1994 Dual-use Regulation.?*® In 1999 a representative of the com-
pany Dynimpex BV was fined for illegally exporting this consign-
ment.?®” Dutch investigators found evidence that Slebos had acted
as a broker in the export after recovering data from the erased hard
disk of a computer seized during searches of Slebos’s premises.

Two other suspected violations were not taken to trial. The first
was the export, some time between 2000 and 2001, of several thou-
sand small steel balls of a type matching the specification for part
of a special bearing that it was believed could be used in uranium
centrifuges. In 1998 a German businessman, Ernst Piffl, also linked
to A. Q. Khan, had been sentenced to almost four years’ imprison-
ment in Germany for exporting centrifuge parts to Pakistan.?>® In
2001 German authorities told FIOD-ECD that their investigations
of Piffl’s activities indicated that Slebos had arranged the export.
However, the balls had not been listed as dual-use items and no
catch-all warning had been issued at the time of the export, so it
could not be proved that Slebos had violated export controls when
he exported them. The second export, of a grinding machine, was
not taken to trial for similar reasons. Authorities agreed that both
exports were clearly of dual-use items and that the catch-all clause
should have been applied.

A disturbing aspect of the case was the unauthorized presence of
two members of the General Intelligence and Security Service
(Algemene Inlichtingen- en Veiligheidsdienst, ATVD) during an
FIOD-ECD search in 2004. This made evidence gathered during
the search inadmissible in court.

Slebos was convicted—as the responsible manager in his com-
panies—on counts 1, 2, 4 and 5 in the above list under the 1962

355 On the annex lists see the glossary in this volume.
356 Council Decision 94/942/CFSP (note 158).

357 Slijper (note 348), p. 29.

358 Slijper (note 348), p. 28.
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Import and Export Act, the 1986 Decree on Issuing of Certificates
for Strategic Goods and the Dutch Penal Code.?® He was not
convicted for the export of the special bearings because the catch-
all warnings had been sent to the wrong address. Thus, it could not
be proved that Slebos was aware of the warnings at the time of the
exports—although he did not deny exporting the bearings. Slebos
was fined €100 000 and sentenced to 12 months’ imprisonment,
with a recommendation that he be released after four.>¢

Reflections on the case

The Slebos case illustrates some of the difficulties of bringing dual-
use export control violations to trial and of ensuring that the
offenders receive a punishment appropriate to the seriousness of
the crime. Low awareness among prosecutors at the time meant
that investigators struggled even to get the case taken up. Sub-
sequently, the question of Slebos’s intent to proliferate—or at least
his knowledge that he could be abetting proliferation—does not
seem to have been addressed in any depth, at least not by the court.
Certainly, he had a long-standing close personal—and apparently
business—relationship with A. Q. Khan. Also, there is the appear-
ance of ITA’s name as end-user—and the apparent deliberate
removal of other names—on various seized documents. If Slebos
did know of his old friend’s proliferation activities, there is also the
question of his motive: did he help Khan as a personal favour, for
profit or because he actually wished to support the Pakistani WMD
programme, and perhaps similar programmes in Iran, Libya or
North Korea?

359 Specifically, Slebos, along with a former employee, was convicted under Section 2
of the Import and Export Act (In- en Uitvoerwet) of 5 July 1962, Staatsblad (Stb.) 1962,
295; sections 2 and 2(a) of the Decree on Issuing of Certificates for Strategic Goods
(Besluit afgifte verklaringen strategische goederen) of 10 July 1986, Stb. 1986, 417; and
sections 14(a), 14(b), 14(c), 23, 24(c), 47, 51 and 57 of the Dutch Penal Code (Wetboek van
Strafecht) of 3 Mar. 1881, Stb. 1881, 35. The Import and Export Act and the Decree on
Issuing of Certificates for Strategic Goods have since been repealed.

360 Fines were also imposed on the companies and the former employee was sentenced
to 180 hours of community service and fined €5000. Slijper (note 348), p. 29. Both parties
appealed. On 30 Jan. 2009, Slebos’s sentence was increased to 18 months’ imprisonment
(with 6 months suspended) and €135000 in fines. Amsterdam Court of Appeals
(note 347).
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Such questions are crucial in a case such as this. However,
establishing the answers beyond reasonable doubt can be difficult.
The prosecutor appears to have been aware of the possible ramifi-
cations of the case but in the end opted to charge Slebos only under
legislation designed for economic crimes. The challenge for pros-
ecutors is even greater given that two levels of intent are important
in such cases: first, the intent to violate export control regulations
and second, the intent to contribute to a WMD programme.

The Slebos case also shows the importance of catch-all clauses in
national export control legislation. Since the early 1980s, Slebos
had received numerous warnings from the Dutch authorities that
he should not export certain unlisted goods to sensitive destin-
ations. Until the Dutch catch-all clause came into force in 1997, he
could ignore these warnings with impunity, but when he was con-
victed in 2005, several of the counts relied on catch-all warnings.
On a related matter, Slebos’s acquittal on one charge because of the
wrongly addressed warning highlights the need to establish clear
routines to ensure that such warnings reach their intended recipi-
ents promptly.

The case also demonstrated the value of Article 21(7) of the EC
Dual-use Regulation, which stipulates that

the relevant commercial documents relating to intra-Community transfers
of dual-use items listed in Annex I shall indicate clearly that those items
are subject to controls if exported from the Community. Relevant com-
mercial documents include, in particular, any sales contract, order con-
firmation, invoice or dispatch note.3%!

Because the venders of both the manometers and the TEA had
included such warnings on their invoices, it was easy to prove that
Slebos knew of the export licence requirement when he exported
the products. Such instruments can greatly facilitate the work of
prosecuting illegal exporters of dual-use goods and thus combating
WMD proliferation.

The sentence received by Slebos seems lenient. In sentencing,
the judge recognized that the offences were particularly grave
because they had harmed the interests of non-proliferation.
Slebos’s 1985 conviction for a similar offence was also taken into

361 §C Dual-use Regulation (note 8), Article 2(7).
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account. However, balancing these were Slebos’s ‘statements about
his personal situation’ and a promise to abandon such activities in
future. The unauthorized presence of intelligence officers during a
search was also cited as a reason to recommend early release.?®?

Investigating and prosecuting dual-use export control vio-
lations in the Netherlands

Export control legislation governing dual-use goods

The legal basis for export controls on strategic goods in the
Netherlands consists of several acts, decrees, decisions and regu-
lations. The General Customs Act, which entered into force in late
2008, has become the basic act setting out provisions for the Tax
and Customs Administration’s powers of customs supervision and
inspection of goods and their movements.?$® The act deals with
both tax-related and non-tax-related matters, including the
governance of dual-use goods. It also sets out the competences of
law enforcement actors in the area of export controls.

The adoption of the General Customs Act repealed the 1962
Import and Export Act—which had previously governed imports
and exports of dual-use goods—and all regulations based on it.3%
The new act and related legislation introduce no major changes to
the content of customs law and regulations. The 1963 Decree on
Import and Export of Strategic Goods, which was linked to the
Import and Export Act, has been replaced by a new decree on
strategic goods passed in June 2008.3%° The provisions of the other
repealed legislation have been included in the General Customs
Act or the connected General Customs Decree and General Cus-
toms Regulation.?® The new act is intended to improve the effici-
ency of, increase the transparency of and simplify the legislation on

362 District Court of Alkmaar (note 348).

363 The General Customs Act (Algemene Douanewet) of 3 Apr. 2008, Stb. 2008, 111. It
entered into force on 1 Aug. 2008.

364 Import and Export Act (note 359); and Decree on Issuing of Certificates for Stra-
tegic Goods (note 359).

365 The Strategic Goods Decree (Besluit strategische goederen) of 24 June 2008,
Stb. 2008, 252, replaced the Decree on Import and Export of Strategic Goods (In- en Uit-
voerbesluit Strategische Goederen) of 26 Apr. 1963, Stb. 1963, 128.

366 General Customs Decree (Algemeen douanebesluit) of 5 July 2008, Stb. 2008, 288;
and General Customs Regulation (Algemene douaneregeling) of 14 July 2008, Staatscour-
ant 2008, 145.
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customs inspection powers, as well as to keep the Dutch legislation
up to date with modern methods of customs supervision. The
revisions also specifically adapt the customs legislation to the
revisions of the Community Customs Code.’®” As the General
Customs Act came into force only in August 2008, little has been
written about its practical application.

Importantly, violations of export laws are considered economic
offences in the Netherlands. In most cases, companies will be
warned or fined for an unauthorized export, at least if it only hap-
pens once and is to a non-sensitive destination. Should the final
destination be a sensitive one, there will most likely be a fuller
investigation, but this depends on the information gathered by the
intelligence service and the Tax and Customs Administration and
certainly also on the willingness of the prosecutor to launch an
investigation. The framework legislation for economic offences in
the Netherlands is the 1950 Economic Offences Act.®® All refer-
ences in the Economic Offences Act to the 1962 Import and Export
Act have been replaced with references to the General Customs
Act. The Economic Offences Act remains the punitive framework
for the General Customs Act.?®® Violators can be sentenced to up to
six years’ imprisonment.?”° However, Dutch courts have a tradition
of not applying the maximum penalties in criminal cases. Con-
spiracy to violate export control laws and attempting to falsify an
end-user document are both crimes but would be prosecuted
under the Penal Code rather than the General Customs Act.?”*

Since 2005, the recipient of a catch-all warning from the Dutch
export control authorities has been legally obliged to notify them
of any intended transfer of the goods for a different end-use or
destination, even within the Netherlands or to another EU member
state.®’? In most EU member states, the recipient would only have
to notify the authorities about an intended export.

367 On the Community Customs Code see chapter 4, section II, in this volume.

368 Economic Offences Act (Wet op de economische delicten) of 22 July 1950,
Stb. 1950, 258.

369 General Customs Act (note 363), Section 11(3)(1). On FIOD-ECD see below.

370 Economic Offences Act (note 368), Section 6.

371 Dutch Penal Code (note 359).

372 This provision is now in the Strategic Goods Decree (note 365), Section 3.
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Detection, investigation and prosecution procedures

Like all customs services, the Dutch Tax and Customs Adminis-
tration is responsible for the physical examination of goods for
import or export, verifying the existence and authenticity of docu-
ments related to imports and exports, examining business accounts
and other records, and physically inspecting freight, luggage and
other goods carried by or on persons. The agency’s mission in the
area of export controls should be seen in the light of the fact that
export control violations are treated as economic offences. Goods
that are intended to leave the customs territory remain under cus-
toms supervision until the export declaration is cleared. This
includes goods that are placed under the customs export proced-
ure (including dual-use goods that are listed in the EU annex lists)
and goods for which a re-export declaration or notification has
been submitted. The Tax and Customs Administration has a
special unit, Team POSS (for Precursoren, Qorsprong en Strategis-
che Goederen en Sancties; precursors, EU fraud and strategic
goods and sanctions), whose tasks include overseeing exports of
dual-use goods. Export licences are issued by the Central Import
and Export Agency (Centrale Dienst voor In- en Uitvoer, CDUI).

FIOD-ECD, the Tax and Customs Administration’s investigation
arm, is responsible for the detection and investigation of economic
crimes, including export control violations. It also contributes to
efforts against organized crime and terrorism by mapping financial
transactions linked to criminal and terrorist organizations. Since
2007, the FIOD-ECD’s core tasks have been in the areas of inspec-
tion and detection. Previously, it was also responsible for super-
vising compliance with the laws, but this remit has now been
transferred to the Tax and Customs Administration.

The FIOD-ECD and the national police both have authority to
conduct investigations. The police would normally not interfere in
investigations of export control-related offences. However, the
police can request FIOD-ECD’s help in investigating crimes related
to acts of terrorism and crimes under international law. The two
agencies can thus form joint investigation teams, as they did in
2004 for the criminal investigation of Dutch businessman Frans
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van Anraat.’”® Cooperation between the police and the Tax and
Customs Administration is regulated by inter-agency agreements.
The police may provide information to the customs service subject
to special conditions. Although FIOD-ECD investigators have
investigative powers, they would usually consult a prosecutor
before exercising them, unless immediate action was needed, in
which case they can seek retroactive approval.

In addition to the systems to enforce the export control laws,
the National Coordinator for Counterterrorism (Nationaal Coord-
inator Terrorismebestrijding, NCTb) has established a unit to
address the risk of terrorist attacks with chemical, biological,
radiological and nuclear (CBRIN) weapons.®’* The unit coordinates
projects that seek to, among others, increase prevention and secur-
ity awareness at research institutes, universities and chemical
companies and in the transport of CBRN weapons and optimize
vigilance at the borders regarding CBRN weapons in order to
reduce the risk of terrorists being able to access WMD materials,
dual-use goods and knowledge. The unit also enhances detection
capabilities, for example buying equipment for the detection of
biological and chemical agents and vehicles equipped for on-the-
spot radiological monitoring,.

373 1n The Hague Court of Appeal, Frans van Anraat was acquitted of a charge under
Section 1 of the Genocide Convention Implementation Act (Uitvoeringswet genocid-
everdrag) of 2 July 1964, Stb. 243 and convicted on charges under Section 8 of the 1952
Criminal Law in Wartime Act (Wet Oorlogsstrafrecht) of 10 July 1952, Stb. 408, in con-
junction with Section 48 of the Dutch Penal Code (note 359) and sentenced to 17 years’
imprisonment. Van Anraat was found to have sold raw materials to the Iraqi Government
of Saddam Hussein several times during the 1980s in the knowledge that they were being
turned into mustard gas and used in chemical attacks against the Kurdish population in
northern Iraq. In the course of a thorough investigation, a team led by the Dutch pros-
ecutor, Frank Teeven, travelled to Iraq and determined that the exact chemicals sold by
van Anraat matched those used in the attacks. District Court of The Hague, Case 09/
751003-04, Judgement LIN: AU8685 of 23 Dec. 2005; and Court of Appeal of The Hague,
Case 09/751003-04, Judgement LIN: BA673 of 9 May 2007. These rulings can be acces-
sed at <http://www.haguejusticeportal.net/>. For commentary on the van Anraat case see
e.g. van der Wilt, H. G., ‘Genocide, complicity in genocide and international v. domestic
jurisdiction: reflections on the van Anraat case’, Journal of International Criminal Justice,
vol. 4, no. 2 (July 2006), pp. 239-57; and van der Wilt, H. G., ‘Genocide v. war crimes in
the van Anraat appeal’, Journal of International Criminal Justice, vol. 6, no. 3 (July 2008),
pp. 557-67.

374 For more information on the NCTb’s work against CBRN terrorism see ‘Addressing
the risk of terrorist attacks with non-conventional weapons’, National Coordinator for
Counterterrorism website, <http://english.nctb.nl/Counterterrorism/CBRN_terrorism/>.
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Team POSS and FIOD-ECD meet every eight weeks with the
Ministry of Foreign Affairs, the Ministry for Economic Affairs, the
ATIVD, the CDUI and customs officers to discuss, among other
things, the efficiency of regulations and international develop-
ments related to export controls. Team POSS’s databases include
company profiles and records of licence denials. These are used
to identify appropriate dates for company audits. Since 2007, the
databases have been shared between the Tax and Customs
Administration and the CDUI, which is thought to have increased
effectiveness in the investigation of violations of export controls.

In the Netherlands, the Public Prosecution Service (Openbaar
ministerie) is responsible for supervising all investigations that are
carried out by the law enforcement authorities. Thus, all investi-
gations that involve, for example, house searches, interrogation of
suspects and witnesses, or the use of coercive measures must be
authorized by a public prosecutor. Once the investigation has been
completed, the case is again referred to the prosecution service,
which can decide whether or not the case should be taken to trial.
The assessment should be based on the public interest and avail-
able resources. In 2002 the Public Prosecution Service set up a
new unit, the Functional Public Prosecutor’s Office, located in The
Hague. It prosecutes criminal cases being investigated by special
investigation departments, including the FIOD-ECD. It was set up
to concentrate and improve the capacities of the Public Pros-
ecution Service in the fields of environmental and economic
crime—including export control violations—and thus to relieve the
burden on regular public prosecutors.

Final remarks

The foreword of the Dutch Tax and Customs Administration Busi-
ness Plan 2008-2012 states that

The work of Customs is radically changing, slowly but surely. Import
duties have declined and there has been a switch from the inspection of
goods, from incoming to outgoing. The pace of these changes is uncertain
and not only subject to our control. This is proving difficult for our



CASE STUDIES 125

Customs personnel, and is expressed in feelings of restlessness that are all
too understandable.?”

This statement clearly expresses the difficulties and frustrations
faced by those responsible for enforcing export control legislation
governing dual-use goods. Enforcement systems are inevitably
vulnerable due to the constant need to adapt to changes in inter-
national legislation and to the evolution of international trade and
the proliferation threats that export controls seek to neutralize.
Perhaps the most valuable lesson of the Slebos case is how import-
ant the dedication and understanding of the individuals in the
systems can be in making export controls an effective tool in non-
proliferation.

IV. The United Kingdom

The case study from the UK does not include a prosecution under
export control legislation. Instead it describes the investigation of
allegations that a terrorist network was attempting to produce a
nerve agent, ricin, for use in a WMD attack. It was believed that
the ricin was to be manufactured using products easily available on
the open market. The case was chosen to illustrate the risk that
terrorists will acquire a WMD using dual-use items that are easily
available. The case also shows how criminal investigations of this
kind can be exploited for political purposes—before the case had
come to trial, the US Secretary of State, Colin Powell, cited the
alleged plot in his attempts to legitimize the invasion of Iraq in
2003—as well as the importance of applying the correct procedures
and principles, including the presumption of innocence, even when
a case involves suspected terrorism or WMD proliferation. The
existence of the plot was never proved and many of the public
statements made about the case before the trial were based on
discredited evidence. The overview of the current British export
control system for dual-use goods that follows includes short
accounts of some recent prosecutions under the new export con-
trol laws.

375 Dutch Tax and Customs Administration, Business plan 2008-2012, available at
<http://www.belastingdienst.nl/download /en/1924.html>.
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The ricin case3’¢

Ricin is made from the waste material left over from the extraction
of castor oil. Because of ricin’s strong toxic effects, its hostile use is
prohibited under both the 1972 Biological and Toxin Weapons
Convention and the 1993 Chemical Weapons Convention.?”” In
large quantities, ricin can be used in the production of toxin
weapons. To date, ricin has been used in assassinations but not yet
in a terrorist attack. Iraq is an example of a state that has used ricin
in its biological and chemical weapons programmes. The Iraqi
Government admitted to inspectors from the UN Special Commis-
sion on Irag (UNSCOM) in 1995 that it had both produced and
weaponized the substance.?”® Remnants of ricin were later found
on fields near Fallujah where President Saddam Hussein carried
out chemical attacks against the Kurdish population in the late
1980s. However, because of the low effectiveness of the toxin com-
pared to many other agents, analysts are more concerned about the
risk that terrorists will use ricin in a weapon than that states will.
In January 2003 six Algerian men were arrested by the London
Metropolitan Police on suspicion of having produced ricin in a
London flat. Police found an envelope in the flat containing cash
and a number of recipes for making poisons, including ricin, and
instructions for making explosives. Following the arrests, author-
ities stated publicly that traces of ricin were found in the flat. The
police made several more arrests around the UK in the coming

376 This account is based on Supreme Court of Judicature, Court of Appeal, Criminal
Division, Case no. 2004 /4217/C3, Regina vs Kamel Bourgass, Judgement of 19 July 2005;
Carrell, S. and Whitacker, R., Ricin: the plot that never was’, The Independent, 17 Apr.
2005; Smith, G., ‘UK terror trial finds no terror: not guilty of conspiracy to poison London
with ricin’, National Security Notes, 11 Apr. 2005, <http://www.globalsecurity.org/org/
nsn/nsn-050411.htm>; ‘Four cleared of poison conspiracy’, BBC News, <http://news.bbc.
co.uk/2/4441993.stm>; and ‘The ricin case timeline’, BBC News, <http://news.bbc.co.uk/
2/4433459.stm>.

377 protocol to the Convention on the Prohibition of the Development, Production and
Stockpiling of Bacteriological (Biological) and Toxin Weapons and on their Destruction,
Annex A, p. 199; and Chemical Weapons Convention (note 21), Schedule 1(8). Article III
of the CWC prohibits the production of all listed chemicals and precursors except where
they are intended for purposes that are not prohibited and the types and quantities are
consistent with such purposes.

378 UNSCOM was established to implement the non-nuclear provisions of UN Security
Council Resolution 687 of 3 April 1991, which established ceasefire conditions between
Iraq and the coalition of UN member states, and to assist the IAEA in the nuclear areas.
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weeks. The operation apparently followed a tip-off from French
intelligence services that claimed the alleged activity was part of a
larger terrorist plot linked to al-Qaeda. The British investigation
into the alleged plot was carried out jointly by agents of the anti-
terrorist branch of the Metropolitan Police and the counter-intelli-
gence and security agency MI5.

The arrests were carried out under the 2000 Terrorism Act and
the suspects were charged with having possessed articles ‘in
circumstances which give rise to a reasonable suspicion that [this]
is for a purpose connected with the commission, preparation or
instigation of an act of terrorism’.?” They were accused of produc-
ing the ricin for use in a terrorist attack on the London under-
ground. The suspects were also charged under the 1996 Chemical
Weapons Act for developing or producing a chemical weapon, but
this charge was later dropped.®° The arrest of another three men
following a raid in Manchester was carried out by police and immi-
gration officers. The arresting officers exercised powers under the
2001 Anti-Terrorism, Crime and Security Act to classify foreign
nationals as ‘suspected terrorists’.3!

Two days after the first arrests in London, the leader of the
Biological Weapon Identification group at Porton Down deter-
mined that the tests for ricin carried out during the search at the
London flat had yielded a false result—in fact, ricin had not been
found. However, due to an apparent miscommunication, the
authorities reported that Porton Down had confirmed the presence
of ricin at the flat.?8? This statement fuelled huge interest in the
‘ricin ring’ and was used by Colin Powell to support his presen-

379 Terrorism Act 2000 of 20 J uly 2000, Section 57(1). This and other British legisla-
tion is available in the UK Statute Law Database maintained by the Ministry of Justice,
<http://www.statutelaw.gov.uk/>. Section 57 of the Terrorism Act 2000 has received
sharp criticism for allowing a court to assume that a suspect is in possession of a product
if it is found on premises at the same time as the suspect, unless the suspect can prove
that he or she was unaware of it or did not have control over it. See e.g. Hammerton, J.,
‘The Terrorism Act 2000: commentary’, 2000, available at <http://www.magnacartaplus.
org/bills/terrorism/>.

380 Chemical Weapons Act 1996 of 3 Apr. 1996, Section 2.

381 Anti-terrorism, Crime and Security Act 2001 of 14 Dec. 2001, Part 4, Sec-
tion 21(1)(a).

2 The way in which this miscommunication occurred remains unclear. See e.g. Smith
(note 376).
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tation to the UN Security Council of the US case for military inter-
vention in Iraq.

Eight men were charged with ‘conspiring together with other
persons unknown to murder’ and conspiracy to ‘commit a public
nuisance by the use of radioactive materials, toxic gases, chemicals
and/or explosives to cause disruption, fear or injury’.3® A first trial
ended, in April 2005, with the acquittal of four men on both major
charges (three were convicted of immigration-related offences). A
fifth man, Kamel Bourgass—whose fingerprints had been found on
the poison recipes—was convicted of conspiracy to commit a
public nuisance and sentenced to 17 years’ imprisonment. The jury
failed to reach a verdict on the conspiracy to murder charge
against Bourgass. A second trial, which depended on the outcome
of the first, was cancelled.

Reflections on the case

As noted above, several acts could be used in the UK to prosecute
suspected WMD-related offences. For example, if, in the ricin case,
the prosecutor had found evidence to prove the initial suspicion
that the arrested men had been trying to develop a WMD, both the
1996 Chemical Weapons Act implementing the CWC and the 1974
Biological Weapons Act implementing the BTWC could, in theory,
have been applied simultaneously.®** Furthermore, British citizens
can be charged under the 2001 Anti-Terrorism, Crime and Security
Act for the offences of aiding, abetting, counseling or procuring, or
inciting persons who are not British nationals to commit acts
related to the proliferation or use of WMD outside British terri-
tory.®®® The conspiracy charges against Bourgass and his
co-defendants were brought under the 1977 Criminal Law Act,
with reference to the 2000 Terrorism Act.

An additional challenge in relation to terrorism- and WMD-
related cases for a prosecutor is to remain focused on factual evi-
dence. Following the international incidents of recent years,

383 Both charges were under the Criminal Law Act 1977 of 29 July 1977, Section 1Q0),
with reference to the Terrorism Act 2000 (note 379), sections 57 and 58.

384 Biological Weapons Act 1974 of 8 Feb. 1974; and Chemical Weapons Act (note 380).
On the BTWC and the CWC see notes 27 and 21, respectively.

385 Anti-terrorism, Crime and Security Act 2001 (note 381), e.g. Section 4(3), on the
freezing of assets.
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governments have tended to react strongly to suspicions related to
terrorism. The ricin case illustrates how this can lead to unsub-
stantiated allegations being treated as evidence of a major terrorist
plot and even being used in justification of the invasion of a sover-
eign state. Also, after the passing of verdicts in the ricin case, US
officials—still convinced that the defendants were in fact part of an
international terrorist plot—questioned the ability of British
authorities to secure convictions in major terrorist cases.®®® They
asserted that the failure to find solid evidence of ricin production
in the London flat was due to a lack of skills and technology. Such a
statement, calling into question the verdict of a British court and,
by extension, the innocence of the defendants, might be considered
inappropriate, especially coming from a foreign government. That
it should have been made highlights the high political profile of
terrorism-related issues. It is true, however, that investigative
capacities need to be strong and constantly updated in order to
provide reliable evidence in major terrorism and proliferation
cases.

Investigating and prosecuting dual-use export control
violations in the United Kingdom

In 1998 a White Paper outlined the case for a radical overhaul of
the entire British export control system.?®” According to the paper,
new legislation was needed to increase transparency and to pro-
vide for parliamentary scrutiny of strategic exports. The move
came in the aftermath of a scandal triggered by the trial of a British
firm, Matrix Churchill, that had been exporting to Iraq machine
tools that could be used in weapons production during the Iran-
Iraq War. The trial, which opened in 1991, collapsed when the
government was forced to admit that it had relaxed controls on
exports to Iraq without telling the parliament, and that it had
allowed Matrix Churchill and other British firms to trade with Iraq
even though it had been fully aware of the intended military end-
use of some exports.338

386 Hosenball, M. and Isikoff, M., ‘Terror Watch: what ricin?’, Newsweek, 13 Apr. 2005.

387 British Department of Trade and Industry (DTI), Strategic Export Controls, White
Paper, Cm 3989 (The Stationery Office: London, July 1998).

388 For more on the Matrix Churchill case see Scott, R., Report of the Inquiry into the
Export of Defence Equipment and Dual-use Goods to Iraq and Related Prosecutions,
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Following the White Paper, the government started publishing
annual reports on strategic export controls.®® These reports are
produced collaboratively by the various government departments
involved in controlling exports and are intended to introduce a
new level of monitoring and review. The reports include licensing
decisions and information on specific issues that have emerged
during the previous year. They are reviewed by the parliamentary
Committees on Arms Export Controls.**® Overall, the extensive
restructuring of the British export control system in the past
decade has resulted in greater transparency, all the way from
legislative proposals to the issuance of authorizations. The main
elements of the current system are outlined below.

Export control legislation governing dual-use items

The British legislation relevant to controlling the export of dual-
use goods includes the 2002 Export Control Act; the 1979 Customs
and Excise Management Act (CEMA); the amended 2000 Terror-
ism Act and the 2001 Anti-Terrorism, Crime and Security Act; and
secondary legislation, including the 2003 Export of Goods, Trans-
fer of Technology and Provision of Technical Assistance Order and
the 2003 Trade in Goods Control Order.?*

(HMSO: London, 1996); McEldowney, J., “The Scott Report: inquiries, parliamentary
accountability and government control in Britain’, Democratization, vol. 4, no. 4 (winter
1997); and ‘Q & A: the Scott Report’, BBC News, 27 Apr. 2004, <http://news.bbc.co.uk/2/
3631539.stm>.

389 The latest annual report on Strategic Export Controls is British Foreign and Com-
monwealth Office, Department for International Development, Ministry of Defence, and
Department for Business, Enterprise and Regulatory Reform, United Kingdom Strategic
Export Controls: Annual Report 2007, Cm 7451 (The Stationery Office: London, July
2008). This and other British Strategic Export Control reports are available at <http://
www.fco.gov.uk/en/about-the-fco/publications/publications/annual-reports/export-con
trols1/>.

390 The Committees on Arms Export Controls is an arrangement by which 4 parlia-
mentary select committees—Business, Enterprise and Regulatory Reform; Defence;
Foreign Affairs; and International Development—together review the British Govern-
ment’s expenditure and policy on, and administration of, strategic exports. This arrange-
ment is intended to increase transparency and restore the balance between the British
Government and Parliament in matters related to strategic exports. From its inception in
1999 until 2008, the name of this arrangement was the Quadripartite Committee (Com-
mittees on Strategic Export Controls).

391 Export Control Act 2002 of 22 July 2002; Customs and Excise Management Act
1979 of 22 Feb. 1979; Terrorism Act 2000 (note 379); Anti-terrorism, Crime and Security
Act 2001 (note 381); Export of Goods, Transfer of Technology and Provision of Technical
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The 2002 Export Control Act includes clear guidance on the
nature and purposes of export controls, including how, by whom
and when controls can be imposed, as well as a set of trade controls
covering related trafficking and brokering acts.®*? Deals arranged
by or under the control of British persons that involve the acquisi-
tion or supply of controlled goods outside the UK can be penalized
under the act.®*® Section 10 of the act includes a statutory obli-
gation to produce an annual report on strategic export controls

Finally, the act states that the Secretary of State can impose
export or trade controls in relation to any goods whose export,
acquisition, disposal, movement or use could lead, directly or
indirectly, to any of a list of ‘relevant consequences’.?** The list of
consequences includes separate subsections on acts that could
contribute to the development, production or use of WMD and on
terrorism and crime. The inclusion of the latter section suggests
that the legislators sought to incorporate counterterrorism elem-
ents in the British export control regime, probably in response to
UN Security Council Resolution 1373 of 20013 For this reason,
the 2002 act should be read alongside the amended 2000 Terror-
ism Act and the 2001 Anti-Terrorism, Crime and Security Act.

The Anti-Terrorism, Crime and Security Act addresses a number
of issues, including powers to deny terrorists access to their money
or other property; freezing the assets of foreign nationals or
governments that pose a threat to the British economy or to British
nationals or residents; disclosure of information by public author-
ities for use in criminal investigations and prosecutions; immigra-

Assistance (Control) Order 2003 of 31 Oct. 2003, Statutory Instrument 2003/2764, as
amended by the Export of Goods, Transfer of Technology and Provision of Technical
Assistance (Control) (Amendment) (no. 2) Order 2008 of 12 Dec. 2008, Statutory
Instrument 2008/3161, which came into force on 2 Jan 2009; and Trade in Goods (Con-
trol) Order 2003 of 31 Oct. 2003, Statutory Instrument 2003/2764, as amended by the
Trade in Goods (Categories of Controlled Goods) Order 2008 of 9 July 2008, Statutory
Instrument 2008/1805, which came into force on 1 Oct. 2008. The amended versions of
both orders together create a new structure for trade controls. The Terrorism Act 2006 of
30 Mar. 2006 introduced amendments to the Terrorism Act 2000, the Anti-terrorism,
Crime and Security Act 2001 and other acts.

392 Export Control Act 2002 (note 391), Section 4.

393 Export Control Act 2002 (note 391), Section 4(8).

394 gxport Control Act 2002 (note 391), Schedule: categories of goods, technology and
technical assistance, sections 2(1) and 2(4). The list of ‘relevant consequences’ is given in
section 3(2) of the Schedule.

395 yN Security Council Resolution 1373 (note 6).
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tion and asylum procedures for suspected international terrorists;
controls on WMD; the security of pathogens, toxins and nuclear
sites and materials; the use of personal communications data
during investigations and prosecutions; intelligence gathering out-
side British territory; bribery and corruption; and the obligation of
carriers to disclose to law enforcement authorities information
about the freight they are carrying.®*

The 2002 Export Control Act has been described as ‘a work of
consolidation as well as reform [that] sets powers that sweep away
a rag-bag of secondary powers, and provides a coherent framework
of controls, replacing past executive discretion with an appropriate
level of parliamentary scrutiny.”®”” In addition to the new regula-
tions increasing transparency, the law provides clear and explicit
powers to impose controls on exports from the UK; on provision of
technical assistance overseas; on the acquisition, disposal or move-
ment of goods; and on other ‘trafficking and brokering’ activities—
and, of course, powers to apply EU legislation for the control of
dual-use goods. The Secretary of State is given the responsibility to
provide and publish guidance on the exercise of licensing powers.
Finally, the 2002 act establishes a principle of integrated controls,
under which inter-departmental regulations enable government
departments to coordinate their respective roles.®

The 1979 Customs and Excise Management Act is a general act of
parliament consolidating the main customs enforcement powers of
HM Revenue & Customs (HMRC). Offences related to breaches of
export controls under the CEMA fall into two categories. The first
comprises strict liability offences—those that lead to sanctions
regardless of the knowledge or intent of the exporter, thus includ-
ing acts of negligence.** Such offences are punishable by fines on a
standard scale or of three times the value of the goods that have
been illegally exported or been subject to an attempted illegal
export. For less serious breaches, traders may have to pay a com-

396 Anti-terrorism, Crime and Security Act 2001 (note 381), sections 1-3, 6-7,
10-12. See also Anti-Terrorism, Crime and Security Act 2001: Explanatory Notes (The
Stationery Office: London, 22 Feb. 2002).

397 Joyner, D., Non-proliferation Export Controls: Origins, Challenges, and Proposals for
Strengthening (Ashgate: Farnham, 2006), p. 142.

398 This principle is ultimately reflected in the system created through the establish-
ment of the Committees on Arms Export Controls (see note 390).

399 Customs and Excise Management Act 1979 (note 391), Section 68(1).
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pound penalty or restoration fee.*®® The second category includes
intentional violations of the controls. Possible sanctions on con-
viction include imprisonment for up to seven years in addition to,
or instead of, an unlimited fine.*** Similar sanctions are applied for
intentional trafficking and brokering offences related to breaches
of export controls.*? The CEMA also makes liable the master of a
ship or commander of an aircraft and any other persons involved in
the unshipping, landing, relanding, unloading or carrying within
the UK of goods originally intended for export from the UK if they
do so without authority and without paying all required fees.*%?

Detection, investigation and prosecution procedures

HMRC bears the primary responsibility for enforcing export con-
trols on strategic goods. It shares this competence with the police.
Whichever agency first detects a suspected offence is responsible
for its investigation. However, most offences are detected by cus-
toms officials at the border or during trade audits, which HMRC is
responsible for carrying out. HMRC and the police may also
conduct joint investigations.

HMRC has a substantial staff of customs officers posted at sea-
and airports that see a large volume of freight traffic. These officers
are supplemented by a mobile enforcement team that specifically
targets exports of strategic goods, including dual-use items. One
interesting aspect of the British system from the perspective of
dual-use items is that inter-agency training operations are held
that target strategic exports at ports and airports. These exercises,
based on simulations of scenarios involving an illegal export of
strategic goods, enable different agencies to identify their roles and
improve coordination and cooperation with other agencies.

Suspected export violations investigated by HMRC are pros-
ecuted by an independent entity, the Revenue and Customs Pros-
ecutions Office (RCPO). The RCPO was created in 2005 in order to

400 A compound penalty is a monetary payment in lieu of criminal proceedings,
available under Customs and Excise Management Act 1979 (note 391), Section 152. A
restoration fee is a payment for restoration of property seized by the customs service.
Both penalties are only applicable in cases where the offender admits the violation.

401 cystoms and Excise Management Act 1979 (note 391), Section 68(3).

402 cyustoms and Excise Management Act 1979 (note 391), Section 170(3).

403 customs and Excise Management Act 1979 (note 391), Section 67(1).
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separate the investigation and prosecution functions for customs-
related offences, which had previously been prosecuted by cus-
toms service prosecutors. With this new system, the relationship
between the RCPO and HMRC was brought into line with that
between the Crown Prosecution Service and the police. HMRC has
stated that it would only refer an export control cases to the RCPO
if it involved an intentional violation, a sensitive destination and
particularly sensitive goods.***

In the British system, the decision to prosecute in a criminal case
is based on two tests. The first is the evidential test: a prosecutor
must determine that there is sufficient evidence to provide a ‘real-
istic prospect of conviction’ against each defendant on each charge.
The second is whether a prosecution is in the public interest. The
presumption is that prosecution is in the public interest—a strong
argument is needed to prevent prosecution on these grounds. The
prerequisites for these tests are stipulated in the Code for Crown
Prosecutors.*® HMRC’s policy is to refer for prosecution all inten-
tional breaches of export controls under Section 68(2) of the
CEMA and all strict liability offences under Section 68(1) where
there are aggravating circumstances such as previous technical
breaches, sensitive destinations, particularly sensitive goods or
misuse of open licences.*%

Final remarks

In 2006 there were three convictions on charges under the 1979
CEMA.*7 Tt is hard to say whether this reflects a high or low rate
of detection and prosecution, especially since some illicit exports
result only in warnings, compound penalties or advisory guidance.
Compared with many other EU member states, three prosecutions
in a year is a significant number. However, the UK has a large dual-
use goods industry.

404 fyouse of Commons, Defence, Foreign Affairs, International Development and
Trade and Industry Committees, Strategic Export Controls: 2007 Review, First joint report
of session 2006-2007, HC 117 (The Stationery Office: London, 7 Aug. 2007), p. 62.

405 crown Prosecution Service, Code for Crown Prosecutors, Nov. 2004, <http://
www.cps.gov.uk/publications/>.

406 M Revenue & Customs, Annual Report 2004-2005 and Autumn Performance
Report 2005 (The Stationary Office: London, 19 Dec. 2005).

407 See House of Commons, Defence, Foreign Affairs, International Development and
Trade and Industry Committees, p. 65 (note 404).
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One prosecution in 2005 concerned illegal procurements associ-
ated with missile systems and aircraft for the Iranian military. The
investigation involved close international cooperation and coordin-
ation between governments and agencies involved in intelligence
gathering. The offence was detected largely due to effective risk
profiling, which brought the exporting company to the authorities’
attention. Saroosh Homayouni and others had been indicted in the
USA in 2001 after thousands of parts for military aircraft and mis-
siles, bound for export to Iran, were discovered during a customs
raid on the premises of their company, Multicore Ltd. British cus-
toms were informed, leading to the investigation of Saroosh’s com-
pany Multicore London. Homayouni was convicted for knowingly
exporting the goods in contravention of an export prohibition.
He was sentenced to 18 months’ imprisonment, suspended for two
years, and was banned from being a company director for 10 years.
Furthermore, an order was imposed to forfeit assets worth
£70 000 (€101 477).408

In another prosecution, which ended in March 2008, a British
businessman, Mehrdad Salashoor, was jailed for 18 months for
illegally exporting to Iran navigation devices classified as dual-use
items.* The British licensing authority, the Export Control Organ-
ization (then under the Department of Trade and Industry, which
has since been replaced by the Department for Business, Enter-
prise and Regulatory Reform) informed Salashoor in 2006 that he
would need an export licence for the devices if he wished to export
them to Azerbaijan, as he had indicated. Instead of applying for a
licence, Salashoor exported the goods to Malta with instructions
for onward shipment to a company in Iran. When the Maltese

498 Homayouni pleaded guilty to 12 specimen charges counts under Customs and
Excise Management Act 1979 (note 391), Section 68(2), and was sentenced by Southwark
Crown Court on 18 Feb. 2005. British Foreign and Commonwealth Office, Department
for International Development, Ministry of Defence, and DTI, United Kingdom Strategic
Export Controls: Annual Report 2005, Cm 6882 (The Stationery Office: London, 2006),
p. 9; and Globalsecurity.org, ‘Aircraft spare parts acquisition’, Iran military guide, 7 Oct.
2008, <http://www.globalsecurity.org/military/world /iran/airforce-tech.htm>.

409 galashoor pleaded guilty to 4 counts of ‘being knowingly concerned in the export-
ation of goods’ contrary to Section 68(2) of the Customs and Excise Management Act 1979
(note 391) and 1 count of perverting the course of justice. Three further counts relating to
other illegal exports were ordered to lie on the file. HM Revenue & Customs, ‘UK busi-
nessman jailed for Iran missile guidance exports’, National news release, 14 Mar. 2008,
Central Office of Information, News Distribution Service, <http://nds.coi.gov.uk/>.
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authorities found that the Iranian company was in reality a front
for the Iranian Ministry of Defence, it blocked the export and the
goods were returned to the UK. Nevertheless, Salashoor then tried
to divert two more of the devices to Iran via Norway. Besides the
prison term, Salashoor was given a confiscation order for £432 970
(€547 121) under the 2002 Proceeds of Crime Act.*°

These two cases are examples of prosecutions that have led to
convictions thanks to the sharing of information between foreign
intelligence services and enforcement agencies.

410 proceeds of Crime Act 2002 of 24 July 2002.



7. Conclusions

The existence of several multilateral structures reflects a broad
agreement among exporting states on the goal and, to some extent,
the means of controlling the export of dual-use items. But it is at
the level of individual states that these export control regimes will,
ultimately, succeed or fail. National export control legislation and
enforcement systems should be regularly reviewed to ensure that
they are as effective as possible in preventing the illicit export of
dual-use items from the European Community. This final chapter
comprises two sections: conclusions, revisiting the key themes of
this study; and a set of recommendations that could serve as start-
ing points for discussion around reviews of the relevant national
legislation and enforcement systems.

1. Conclusions

National enforcement—common legislation

The establishment of a clandestine WMD programme—whether by
a state or by a non-state actor—always includes three phases. The
first phase centres on taking the decision to initiate the programme
and the setting of the programme’s overall goals. The decision—
which will be a political one in the case of a state—will be based on
some degree of research into the possible shape, feasibility and
implications of the programme. The costs and risks associated with
a clandestine WMD programme are large and the activity is illegal,
so this decision is taken before any procurement activity starts.
The second phase entails acquiring the basic technologies and
developing the required competences and skilled personnel. The
goods, equipment and materials needed for developing and storing
the weapons are procured in the third phase.

This is, of course, a simplified account of an inevitably complex
process. However, it serves to show that there are several oppor-
tunities for interrupting and, it is to be hoped, stopping WMD pro-
liferation. The means of doing so will be different in each phase. As
this study argues, national export controls on dual-use items can be
among the most appropriate tools in the third phase—but for them
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to be effective in this regard, the relevant legislation must be strong
and well enforced.

Most exporters of dual-use items would support the objective of
export controls on dual-use items of preventing the proliferation of
nuclear, biological or chemical weapons and their means of deliv-
ery. Thus, it is important that export control systems balance, on
the one hand, assisting exporters who wish to abide by the law
with, on the other, dissuading and penalizing those who are willing
to circumvent it. This is not an easy task and states have taken
different approaches to the problem which are reflected in their
export control systems. Some states start from the assumption that
all exporters are potentially illegal exporters; others prefer to trust
their exporters; and still others apply a principle of trust-but-
verify. Whichever approach is taken, it is necessary to conduct out-
reach to industry and others who potentially handle dual-use
goods in order both to help exporters to abide by the law and to
minimize the possibility that export controls are violated as a
result of—real or feigned—ignorance of the licensing requirements.

The EU, the UN and the cooperative multilateral regimes, have
all emphasized the need for effective enforcement of export con-
trols. It is too late to undo the damage already caused by the illicit
trade in European dual-use goods—known to have contributed to
the WMD programmes of Iraq, Pakistan and others—but it is not
too late to learn from experience and to consider new ways to pre-
vent the further proliferation of WMD. One important lesson is
that a lack of state control over dual-use items allows proliferation
networks to operate unhindered. The EC Dual-use Regulation
obliges states to control exports of dual-use goods. National legisla-
tion is a good—indeed essential—start, but to ensure compliance,
national controls must be both enforceable and properly enforced.
Their enforcement requires the active and competent involvement
of national customs, police, intelligence and prosecution services.
National legal frameworks for dual-use export controls should
include proportionate and appropriate civil or criminal sanctions
for dual-use export control violations and, importantly, accord
with the principles of the rule of law.*!

411 Anthony, 1., and Bauer, S., ‘Controls on security-related international transfers’,
SIPRI Yearbook 2007 (note 44), p. 663.
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This reliance on individual states for the enforcement of com-
mon EC legislation presents the EU and its member states with a
number of significant challenges. Since the legislation is adopted at
the EU level, there is a risk that some national governments will
not fully recognize their own responsibilities in relation to it. In
2006 a similar concern was noted in relation to the multilateral
anti-proliferation regimes in a report for the WMD Commission.*
The report’s authors observed that states’ implementation of inter-
national treaties such as the BTWC, the CWC and the NPT nor-
mally receives less critical attention than the treaties themselves
and compliance is rarely, if ever, verified. The authors also pre-
sented anecdotal evidence suggesting that some states consider
their national implementation of the treaties to be a purely legal
or technical matter and less important than joining the treaty
regimes in the first place. Finally, according to the report, states
tend to pay less attention to provisions requiring national imple-
mentation measures in treaties concerning WMD than to equi-
valent provisions in treaties that have an impact on their eco-
nomies, such as those regulating trade, transport, migration and
the environment.

In the case of the EU, the risk that enforcement will be weak in
the member states arises primarily from the way powers are dis-
tributed between the Council and the member states. With regard
to the topic of this study, the main concern is that the national law
enforcement communities in some of the member states do not
appreciate how vital a role they have in enforcing the EC Dual-use
Regulation—and that this will severely weaken the regime as a
whole. Council regulations are directly binding on the member
states. However, due to the principle of procedural autonomy for
member states, it is difficult, at the EU level, to influence national

412 persbo, A. and Woodward, A., National Measures to I mplement WMD Treaties and
Norms: The Need for International Standards and Technical Assistance, Weapons of Mass
Destruction Commission (WMDC), Paper no.32 (WMDC: Stockholm, May 2005),
<http://www.wmdCommission.org/sida.asp?id=7>. The WMDC—or Blix Commission,
after its chairman, Hans Blix—was established in 2003 on the initiative of the Swedish
Foreign Minister, Anna Lindh, acting on a proposal by the UN Under-Secretary-General
for Disarmament Affairs, Jayantha Dhanapala. The Commission reported in 2006.
Weapons of Mass Destruction Commission, Weapons of Terror: Freeing the World of
Nuclear, Biological and Chemical Arms (WMDC: Stockholm, 2006), <http://www.
wmdCommission.org/sida.asp?id=9>.
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compliance in matters that relate to their law enforcement and
prosecution systems and the penalties they apply for export con-
trol violations. In the absence of mechanisms at the EU level to
ensure the effective enforcement of this technically challenging
common legislation it is additionally possible that weaknesses in
the national systems will not be identified.

The division of powers between the EU and its member states
does, however, provide a potential stimulus for much-needed
national reviews of the export control systems designed to give
force to implement the Dual-use Regulation. Such national reviews
are far more likely to follow from amendments to the common
legislation than they are to take place spontaneously. This makes it
all the more important that the EC Dual-use Regulation is regularly
updated. However, substantial revisions of the regulation require
agreement among member states and the Commission in areas that
bear on national commercial and security interests, so they can
take time. A major revision of the Dual-Use Regulation to reflect
Security Council Resolution 1540, negotiations for which began in
early 2007, has still not been adopted at the time of writing.

Fortunately, another channel exists that could similarly act as a
catalyst for reviews of the national export control systems govern-
ing dual-use items: the 1540 Committee, established to supervise
national implementation of UN Security Council Resolution 1540.
The 1540 Committee’s reporting system obliges states to review
their export control legislation and enforcement systems. While
the national reports submitted to the committee vary in the level of
detail they offer, they do, arguably, create a minimum standard of
supervision of compliance. Failure to submit a national report also
exposes a state and its export control system to scrutiny.

As regards the prospects for stronger EU monitoring of compli-
ance with common legislation, new ground is apparently being
broken in the environmental field. Trends emerging in EC environ-
mental policy could also be followed in the area of export control.
In response to intensified worldwide debate on the increased use
of chemical substances causing challenges to human health and the
environment as a whole, the EU has recently taken major steps to
protect its territory and citizens from health risks and environ-
mental damage caused by the use of chemical substances. One such
initiative centres on the 2006 Registration, Evaluation and Author-
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ization of Chemicals (REACH) Regulation.*®* The REACH Regu-
lation seeks to balance, on the one hand, the protection of human
health and the environment through better and earlier identifica-
tion of the properties of chemical substances with, on the other
hand, promoting the capability and competitiveness of the EU
chemicals industry.*** The system places responsibility for iden-
tifying the properties of chemicals and disclosing safety infor-
mation, as well as for managing any safety risks, on the importers,
producers and users of chemical substances. Compliance in rela-
tion to any submission can be verified by the European Chemicals
Agency. A similar principle could be elaborated to reform the role
played by industries producing dual-use goods in assessing the risk
that their products could be used in WMD.

Improving national enforcement systems

There is little doubt that only a relatively small part of the vio-
lations of the EC Dual-use Regulation that take place are currently
detected and investigated. Even fewer result in prosecution. This
situation may be exacerbated by the policies of some member
states that reportedly refrain from bringing suspected violators to
trial, probably due to a desire to protect domestic and EU indus-
tries. Whatever the reasons, the fact is that most EU member states
have little or no experience of prosecuting export control vio-
lations related to dual-use goods.

The case studies described in chapter 6 illustrate the fact that
even countries with long experience in investigating and prosecut-
ing export control violations still face some fundamental problems
in their national law enforcement systems. The elements of a good
law enforcement system could be summarized as follows: a solid
legal basis for action; clear allocation of tasks and responsibilities;
clear procedures; and a means of preserving institutional memory,
so that specialized knowledge and experience, once gained, are not

413 Regulation (EC) 1907/2006 of the European Parliament and of the Council of
18 Dec. 2006, concerning the Registration, Evaluation, Authorisation and Restriction of
Chemicals (REACH), establishing a European Chemicals Agency, Official Journal of the
European Union, L 396, 30 Dec. 2006, pp. 1-849.

414 European Commission, Environment Directorate-General, ‘REACH: what is
REACH?, 14 Aug. 2007, <http://ec.europa.eu/environment/chemicals/reach/reach_
intro.htm>.
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lost.*'® This report is chiefly aimed at national law enforcement
communities, intelligence services, prosecution services and—to
some extent—judges. These groups can all make important con-
tributions to the efficiency to the national enforcement of the
common EU legislation. But to do this, they need to be aware of
their potential functions in this regard. Interviews carried out by
the author with operational officers in some of the EU member
states give the impression that many are unfamiliar with aspects of
the EC Dual-use Regulation. Clearly, there is a great need for
education and awareness raising among these different groups.

One of the first questions that EU member states need to ask in
reviewing their export control systems is whether they need to
improve coordination and cooperation between the different
actors. In most EU states there seem to be no overarching coordin-
ation: the task of identifying illicit exports of dual-use items rests
with individual law enforcement actors and intelligence officers,
while licensing authorities generally deal only with law-abiding
exporters who apply for licences. As the licensing officials possess
invaluable information on the character and potential military
applications of manufactured goods, exporting industries and trade
patterns, it makes sense to involve them in the detection phase.
States that have not already done so could consider, among other
things, establishing databases to share information between licens-
ing authorities, customs authorities and other key actors.

Prosecution and penalties

EU member states differ on the question of who should be held
liable under the EU’s export control regime. Member states are
only obligated to include liability for the actual exporters in their
national legislation.**® However, other actors in the exporting
chain may also share responsibility for an export control violation.
Germany is an example of a country that includes liability for brok-
ers and shippers in its national export control legislation. In most
states, however, export control legislation only applies to the

415 gee Bauer, S. and Wetter, A., ‘Approaches to enhanced prosecution and sanctions
for dual-use export control violations’, Presentation at the Eighth Annual International
Export Control Conference, Bucharest, March 2007, <http://www.sipri.org/contents/
expcon/enforcement.html>.

416 The EC Dual-use Regulation (note 8) only addresses the duties of exporters.
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exporter, but other actors can be charged under other legislation.
For them to apply this alternative legislation, investigators and
prosecutors must recognize the potential seriousness of the
offence. Therefore, awareness-raising activities in these countries
can help to ensure that people implicated at whatever stage of an
illicit dual-use goods export face appropriate penalties.

An international debate is beginning about the contribution that
criminal sanctions could make in combating WMD proliferation.
Several recent international initiatives have emphasized the role of
criminal law in export control enforcement. In the context of the
PSI, the USA has proposed more active use of law enforcement and
criminal justice procedures to tackle illicit trafficking in pro-
liferation-sensitive items.*”” In addition, the multilateral export
control regimes have begun to pay closer attention to law enforce-
ment issues in general and to the function of criminal sanctions.*!

While the EC Dual-use Regulation puts the selection of penalties
entirely at the discretion of member states, the European Commis-
sion has proposed a revision requiring that member states have the
option of criminal sanctions and some agreed minimum penalties
for serious export control offences.**® This proposal has been one
of the main headaches for the negotiators of a new EC Dual-use
Regulation. The Commission generally welcomes all ways of add-
ing force to common legislation—as noted above, criminal sanc-
tions are seen by many as both a deterrent to potential violators
and a means of putting determined violators out of action by
putting them behind bars. However, member states are reluctant
to let EU law interfere with national criminal law. It will be
interesting to see how the debate is influenced by the new compet-
ence of the Commission to impose common sanctions for breaches
of common legislation established by the ECJ in the field of
environmental protection.*?°

There is, too, far from universal agreement that criminal law has
such an important place in the spectrum of enforcement options

417 On the PSI see note 37.

418 por discussion of the potential expanded role for the PSI and on the enforcement
discussion in multilateral regimes see Anthony and Bauer (note 411), pp. 647-52.

419 European Commission, Proposal for a Council Regulation of 18 Dec. 2006 setting
up a Community regime for the control of exports of dual-use items and technology,
COM(2006) 829.

420 On these ECJ rulings see chapter 4, section IV, in this volume.
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for export control violations. It should be noted that even when
criminal sanctions are available in national legislation, export con-
trol crimes tend to be in the category of minor offences, giving little
incentive to prosecutors and law enforcement personnel who pre-
fer to expend their limited resources on more serious offences. The
deterrent function attributed to criminal penalties is disputed.

From the perspective of this study, the important question for
the EU member states to consider is what penalties would best fit
the severity of export-related offences. On the one hand, the poten-
tial contribution of heavy fines, revocation of the right to use
simplified procedures and other administrative sanctions in deter-
ring companies assisting proliferators should not be underesti-
mated. On the other, the available penalties should be strong
enough to reflect the potential harm to international security
posed by illicit dual-use exports and to counterbalance the some-
times huge financial and other benefits that export control vio-
lators and proliferators expect to gain.

Recalling that effective law enforcement and prosecutions—
which must respect the right to fair trial established by Article 6
of the European Convention on Human Rights—are essential to
the enforcement of the EU’s export control legislation, another
important question is how to involve European prosecutors more
actively in the fight against the illegal trade in dual-use items. In
the wake of the terrorist attacks on the USA of 2001, many states
have seen a need to revise their national terrorist legislation to
adapt it to current threats—something they are also obligated to do
by UN Security Council Resolution 1373.#! Combating terrorism
and combating the misuse of dual-use items can be directly linked,
as is shown by the UK case study in chapter 6. However, it is
important to emphasize that the threat of WMD proliferation is a
separate issue from terrorism and deserves an equal amount of
attention. For example, Eurojust could be given an explicit man-
date to coordinate the work of prosecutors in the area of export
control violations similar to that which it has in the area of
counterterrorism.*??

2lyN Security Council Resolution 1373 (note 6).

422 A5 noted in chapter 5, section III, the lack of a standard definition of ‘organized
crime’ renders Eurojust’s mandate in this area inadequate for combating the traffic in
dual-use items.
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In addition to the variety of prosecution policies and applicable
sanctions in the EU member states related to export controls, there
are also differences in how far states put the decision to take a case
to trial in the hands of prosecutors. Depending on the jurisdiction,
prosecutions in export control cases may be initiated by the police,
by the customs office, by the office of the public prosecutor or by
others. In practice, when prosecutors have some degree of freedom
in this matter there is a risk that such decisions are governed
primarily by considerations of time and financial resources.

The complex and technical nature of the export control legisla-
tion may also deter a prosecutor who has the freedom to choose
whether or not to press charges. In most EU countries the pros-
ecutor usually has to prove that the suspect has, at least passively,
confirmed that the exported goods were destined for WMD pro-
liferation if the suspect is to be convicted of a serious export
control-related offence. If this intent cannot be proved, the pros-
ecutor has to fall back on subsidiary legislation—for example to
bring charges of submitting falsified documents to the licensing
authority, which would usually be under a provision of the national
penal code. As these and similar offences under subsidiary legisla-
tion are likely to be seen by a court as technical offences and thus
carry low penalties, there would again be little incentive to pros-
ecute. Irrespective of the systems that prosecutors work under—be
they inquisitorial or accusatorial and whatever degree of pros-
ecutorial discretion they provide—all EU prosecutors with respon-
sibility for enforcing the export control laws must be trained in
applying the export control legislation governing dual-use goods.

As this study has shown, some EU member states responded
quickly when covert procurement activities linked to WMD pro-
liferation were revealed in the 1990s and 2000s. These states took
numerous countermeasures, including strengthening their export
control legislation and enforcement systems. However, these coun-
tries were in a minority. The majority of EU member states, despite
learning that their industries could be inadvertently contributing
to WMD proliferation, took little or no action. Even today, as some
states are prosecuting cases of illicit trafficking in dual-use items
with increasing frequency, many of their neighbours have still not
taken adequate steps to ensure that WMD proliferators cannot
procure vital goods, equipment and technologies on their terri-
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tories. This shows a failure, or perhaps an unwillingness, to learn
from the mistakes of others. This is a major problem for the EU.
The Customs Union brings unquestionable economic advantages
for member states. But the free movement of goods in the internal
market also means that weak export controls in one country can
seriously undermine—and even render futile—the efforts of other
states to prevent WMD proliferation by carefully controlling the
export of dual-use goods. This makes it all the more important for
the EU as a whole that every member state shoulders its share of
responsibility and maintains strong and effective national legisla-
tion and enforcement systems to control exports of dual-use goods.

I1. Recommendations#3

This section offers recommendations on the structure and enforce-
ment of national controls on exports of dual-use goods. They are
intended primarily for the legislators, policymakers and officials
involved in shaping, reviewing and overseeing national export con-
trol systems, whether in the EU or elsewhere. They should also be
of interest to customs officers, investigators, prosecutors and
others involved in enforcing export controls regulations.

Recommendations are given for the national legislation intended
to give force to international obligations on controlling exports of
dual-use goods and for the various stages of the enforcement pro-
cess, including prosecution. Some more generic recommendations
are also included. A numbered list of recommendations is given
under each heading, followed by paragraphs explaining and
expanding on those recommendations.

When reviewing national export controls on dual-use goods, it is
worth remembering that the overarching goal of the controls is to
prevent the goods being illegally exported to a destination where
there is a significant risk that they will be used for the proliferation
of WMD or put to other undesirable military uses. Thus, national
systems should be set up such that, to the greatest extent achiev-
able, dual-use goods are prevented from leaving the state’s juris-

423 These recommendations were developed collaboratively by the author with the
SIPRI Export Control Project.
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diction without all possible assurance that they will not be diverted
to sensitive destinations.

National legislation

1. National legislation governing export controls on dual-use
goods should be comprehensible and accessible to all actors in the
exporting chain and to all those involved in enforcing export
controls.

2. It should include specific provisions for export control related
offences.

3. It should include regularly updated control lists and a catch-all
instrument.

4. Tt should include provisions covering (a) violations committed
through negligence and with intent, (b) attempted violations, and
(¢) conspiracy by other actors in the exporting chain.

5. It should provide for sanctions that are both an effective deter-
rent and are proportionate to the offence.

6. The legislation should be regularly reviewed and updated.

All legislation should be publicly accessible and as clear and
comprehensible as possible, in line with the principles of the rule
of law. This is particularly challenging in the context of the EU,
given that EU member states’ national export control legislation
must take into account not only (a) international rules found in the
non-proliferation conventions and in UN Security Council resolu-
tions; (b) the guidelines on export control of dual-use items agreed
between the members of the multilateral export control regimes;
and (¢) other national laws and legal traditions; but also (d) EU
legislation and (e) the principle of the free movement of goods in
the Customs Union.***

Systematizing the export control laws in a way that makes it easy
for prosecutors to determine which legislation is applicable in a
specific case could also contribute to making legislation more
effective—and thus to non-proliferation goals. It is thus advisable
to adopt special legislation governing export control violations.

424 The TEU allows for exceptions based on national security considerations. Treaty
on European Union (note 80), Article 296.
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Security Council Resolution 1540 calls on all states to maintain
national lists of controlled dual-use items. These lists should be
kept up to date with the control lists of the multilateral export
control regimes. A catch-all clause is an essential complement to
the national control list.

Legal provisions covering export control violations committed
through negligence can help to motivate exporters, manufacturers
and others to be cautious and to keep themselves informed of
licensing requirements. The provisions should also allow different-
iation between degrees and types of intent—whether the offenders
were aware of the proliferation risk and whether they actually
intended to contribute to proliferation. Specific sanctions for
attempted export control violations under the national export con-
trol legislation could also help to inspire caution and discourage
potential violators. Making other actors in the exporting chain
besides exporters—for example brokers, manufacturers, shippers,
traders and financers—potentially liable for export control vio-
lations through an offence of conspiracy, can help to disrupt the
activities of proliferation networks and ensure that the real initi-
ators of the illegal activity do not escape punishment.

The sanctions applied for export control violations should be
proportionate to the offence and effective in achieving their
intended purpose. While they should reflect the potential harm
caused by the offence, they should also clearly distinguish between
offences committed intent and acts of negligence. Administrative
sanctions and criminal sanctions both have potential roles to play.
The threat of financial penalties, losing export privileges, con-
fiscation and possibly destruction of assets and so on may be more
effective in deterring companies from being careless in their
export procedures, while a potential prison sentence will be more
effective in deterring—and incapacitating—those who are know-
ingly exporting unauthorized dual-use items to potential prolifer-
ators for profit. Proportionality to the consequences of the vio-
lation should also be considered—e.g. whether a licence would
have been granted if applied for, or if the export effectively
contributed to a WMD programme.

Finally, national legislation should be regularly reviewed and
updated. Policymakers should identify and respond to weaknesses
in the current legislation exposed by actual cases, as well as
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changes in, for example, the international political situation related
to exports of dual-use items, technological developments, and
production and trading patterns in general. Definitions of key
terms must be clear and may need to be revised, as they are often
subject to review at the international level or are revealed during
attempts to apply the legislation to be insufficient or ineffective

Communication, coordination and cooperation

1. Structural mechanisms should be established that facilitate
coordination, communication and cooperation in the different
stages of export control enforcement at the international, inter-
agency and intra-agency levels.

2. Mechanisms should be established for the sharing of experi-
ences and learning within and between agencies, countries and
export control regimes.

No individual agency or even country can successfully monitor
proliferation risks or detect and prevent proliferation-sensitive
exports of dual-use exports alone, especially considering the com-
plex scope and structure of export controls. Cooperation, coordin-
ation and communication are therefore essential. Coordination
requires clear identification of roles and responsibilities. Both rou-
tine and flexible procedures should be established at all levels to
allow quick and effective communication. States should also invest
in the necessary information technology to facilitate communi-
cation and participate in initiatives such as the EU’s e-Customs and
the Export Control System.

The value of international cooperation in preventing, detecting
and investigating unauthorized exports of dual-use goods cannot
be overstated. Without such cooperation, it can be difficult to
amass sufficient evidence to initiate a prosecution, let alone to
secure a conviction. States—including, where appropriate, their
enforcement authorities—should be represented in international
forums at which export controls on dual-use goods are discussed
and make full use of the opportunities that such forums offer.
When states commit to international cooperation agreements, it is
essential that they establish the mechanisms necessary to fulfil
those commitments.
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It is also strongly recommended that each state should create
mechanisms to facilitate cooperation and communication at the
inter-agency level—that is, between licensing authorities, customs
authorities, the police, the border police, the intelligence services,
the foreign ministry and the public prosecution office. Infrastruc-
ture and clear guidance are needed that enable agencies to share
risk analyses, risk profiles and other relevant information. If it does
not conflict with national laws and norms, the agencies could make
their relevant databases accessible to other agencies involved in
enforcing export controls or, even better, establish common data-
bases. The aim should be to avoid situations where export controls
fail because officials in one agency were unaware of, or could not
easily access, crucial information held by another agency.

A third level at which mechanisms and procedures for com-
munication, coordination and cooperation should be developed is
within agencies—for example, linking a customs agency’s border
posts, inland customs clearance houses and headquarters. This will
not only enhance the work of each unit but also allow agencies to
gather expertise in one unit and thus avoid duplication. Add-
itionally, all possible obstacles to cooperation must be removed,
down to the interpersonal level—the effectiveness of export con-
trols depends to a great extent on the work, and cooperation, of the
individuals concerned.

Finally, states could organize regular joint exercises involving
the various agencies involved in the detection, investigation and
interception of unauthorized exports of dual-use goods. The multi-
lateral regimes and other international and regional forums in
which export control issues are discussed might provide good
opportunities for arranging and even staging such exercises.

Detection

1. Effective intelligence-based monitoring systems should be
established to identify suspicious activity.

2. A centralized risk management system should be established
and effectively used.

3. Customs officers should be equipped with the information,
guidance and training they need in order to identify consignments



CONCLUSIONS 151

of dual-use goods and suspicious export activities, including risk
profiles.

4. The appropriate officers—for example, licensing or customs
officers—should be given the authority and necessary powers to
conduct trade audits.

The very different structures and powers that intelligence
services are given in different countries make it difficult to provide
detailed recommendations for how these agencies should be
involved in detecting dual-use export control violations. It is
important, however, that some kind of monitoring system is in
place. This system should include infrastructural mechanisms to
help intelligence services cooperate with other agencies in the
identification of trafficking routes and procurement patterns,
potential violators and suspicious financial activities. Also, it
should provide intelligence services, enforcement agencies or both
with the powers they need in order to detect illegal export activ-
ities—for example, monitoring and interception of telecommuni-
cations and mail—so long as these powers are compatible with
national and international law.

Risk management is the key to the enforcement of export con-
trols where the volume of trade is high. For risk analysis mechan-
isms to be effective, it is essential that intelligence services and
other relevant actors have access to current and historical data
about the movements of items. These mechanisms should be user-
friendly, making data easy to browse, compare and collate. Also,
indicators of risk should be developed and risk profiles that iden-
tify sensitive routes, persons, items and destinations should be
created and shared with the appropriate actors.

Customs officers cannot be expected to identify all proliferation-
sensitive goods during physical examinations, but they should be
given adequate training, incentives and information to identify sus-
pect consignments and export activities either during the export
registration process or during physical examination of a consign-
ment. These officers should have easy access to risk profiles. They
should also be given clear and practical guidelines, including lists
of agencies to contact and standard procedures to follow if their
suspicions are aroused.
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Trade audits offer another good opportunity for the detection of
illegal export activities by bringing to light, for example, suspect
financial transactions. It is thus important that the appropriate
officers are authorized to examine company accounts and are
trained to be alert to potentially illegal transfers of dual-use goods.
It is also important that companies have a clear obligation to pro-
vide auditors with the necessary documents and information on
request. Auditors’ powers should include the use, under specific
conditions, of coercive means, such as seizing electronically stored
data, if a company does not cooperate.

Investigation

1. There should be a clear division of tasks and legal powers
relating to the investigation of dual-use export offences, both
between and within the investigative agencies.

2. Clear guidance should be drafted and disseminated on when
judicial approval is required for proceeding with an investigation.

3. Information sharing between all agencies involved in enforc-
ing export controls including, to the extent possible, the intelli-
gence services, should be encouraged and facilitated.

4, The relevant investigating units should have legal powers to
search premises, access bank and credit records, conduct surveil-
lance of electronic communications and telecommunications, and
confiscate goods.

5. Mechanisms and procedures should be established for cooper-
ation between investigative agencies, both within states and across
borders, for example using extradition.

6. Systems should be created to maintain institutional memory.

Many states have systems where several agencies, for example
the customs agency, the border police and the intelligence services,
may have parallel competences to investigate export control vio-
lations. Clear guidelines specifying the agencies’ respective com-
petences and legal powers are needed to prevent them duplicating
or even hindering each other’s investigations. Coordination and
cooperation of investigations often rely on relationships developed
by individuals, as relevant inter-agency agreements do not exist in
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many states. The role of everyone within each of the agencies
should also be clear.

Due to the complex nature of the dual-use export control legisla-
tion, the best solution is for as much expertise as possible to be
gathered within one investigation agency or one inter-agency net-
work. This highlights the importance of maintaining institutional
memory. Care should be taken that expertise is not lost over time,
particularly as a result of staff changes. Experiences in investi-
gation should be documented and lessons and outcomes shared
both within and—as long as it does not conflict with national laws
and norms—between agencies. Proper handovers are essential
when the head of an ongoing investigation changes, so a successor
should be identified well in advance.

Depending on the national system, several prosecution offices
could be competent to provide judicial approval to open a formal
investigation. The division of competence between these offices
should be clear to all in order to minimize the risk of compromis-
ing a case due to procedural errors or oversights.

Tt is essential for investigators of export control-related offences
to have the legal powers to search premises, access bank and credit
records, carry out surveillance of electronic communications and
telecommunications, and confiscate goods. Investigators must be
aware of when judicial approval is required from a prosecutor to
exercise certain investigative powers and understand the import-
ance of obtaining this approval at the appropriate time so that
their evidence is admissible in court. Investigators should have the
authority to operate within the whole physical territory of the
country, including free-trade zones or similar.

Since export violations are likely to involve activities in many
countries, investigators may need authorization to cooperate with
counterparts in other countries. Bilateral agreements should be
reached that regulate, for example, extradition and mutual assist-
ance procedures in criminal matters.

Prosecution

1. Clear guidelines should be developed and disseminated for
identifying which prosecution office should take a case, if more
than one is competent to prosecute.
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2. Efforts should be made to raise awareness among prosecutors
of the role that prosecution could play in non-proliferation of
WNMD.

3.To the extent possible, coordination should be encouraged
between prosecution offices and the intelligence services.

4. Systems should be created to maintain institutional memory,
both domestically and internationally.

It is not always clear which prosecution office is the most
appropriate to open charges against a suspected export control
offender. In addition, in some national systems both public pros-
ecutors and customs prosecutors may be competent to open
charges. Clear guidelines should be available on how to identify the
appropriate prosecution office. Preferably, export control crimes
related to dual-use goods should be prosecuted at the central level,
and not at the district level, if the national legal system allows it.

Prosecutors need to appreciate the potential severity of dual-use
export control crimes. In legal systems where cases are not
automatically brought to trial, this could help prosecutors to
identify the public interest in prosecuting an export control-
related offence. Also, prosecutors’ understanding of the risks that
illegal exports of dual-use goods could entail affects their decisions
regarding investigations, the construction of their case and the
penalties they seek.

Export-related crimes can present prosecutors with numerous
challenges. Some of these are related to the fact that the crimes are
often planned in one country and carried out in another. This
makes it difficult to secure evidence to prove intent to proliferate
WMD and to call witnesses who are abroad. Bilateral agreements
must be put in place to deal with the problem of internationally
organized criminal activity. Such agreements should include pro-
cedures for extradition and mutual assistance in criminal matters.
Given the nature of international trade, states should look beyond
their neighbours when seeking to conclude such agreements.

Prosecutions of export-related offences frequently require evi-
dence that has been collected by intelligence services. However,
there are often restrictions on the presentation in court of evidence
gathered by intelligence services due to, for example, reasons of
national security or protection of sources. In cases where infor-
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mation leading to the detection of a dual-use export violation has
originally come from a foreign intelligence service, the national
intelligence service will need approval from the original provider
of the evidence before presenting it to the prosecutor. Coordin-
ation should be encouraged between prosecution offices and
intelligence services in order to minimize conflicts of interest.

Finally, to ensure that the expertise amassed by individual pros-
ecutors can be kept within the prosecution service, it is essential to
create systems to preserve institutional memory, both domestically
and between states.

Outreach to industry

1. Outreach activities concerning export controls should be con-
ducted with businesses and research institutions involved in the
manufacture, import and export of dual-use goods.

2. Businesses should be encouraged to establish internal com-
pliance systems relating to the management and transfer of dual-
use goods.

Given the appropriate information and understanding, the great
majority of manufacturers, importers and exporters will try to
abide by export control regulations. All actors in the exporting
chain should be fully aware of the correct procedures, including
the licensing requirements. It is also crucial that these actors
understand the rationale of an export control system, including the
risks that may arise from illegal exports of dual-use items. These
aims can largely be achieved through outreach activities and tools
in order to ensure that individuals and companies are aware of the
licensing requirements, correct export procedures and the relevant
legislation. By establishing effective internal compliance systems,
companies can avoid aiding or committing violations of export
control laws. States should offer them incentives and support to
establish such systems.
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